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Introduction

The Medicare Australia PSI Store Manager MAC 10.6 has been provided to view and
manage PKI certificates on Snow Leopard. This version is for MAC 10.6 only

The ‘How To’ instructions in this document will help you install and use the new MAC
PSI Store Manager MAC 10.6 utility version 1.0.5.

This guide demonstrates how to install and use the PSI Store Manager MAC 10.6, for
more information on the following tasks see the Content Table:
¢ Install PSI Store Manager
Create a new certificate store
Load a location certificate
Load an individual certificate
Change the location store password
Change an individual certificate token password
Remove a certificate from the store

Install PSI Store Manager

The PSI Store Manager MAC 10.6 should be installed as part of the setup for your
online enabled software provided by your vendor.

To complete this step, locate the installation program (PSI Store Manager MAC 10.6.)
from the Medicare Australia web site -
http://www.medicareaustralia.gov.au/provider/vendors/pki/cert-manager.jsp

1. Save the PSI Store Manager MAC 10.6 application to your desktop.

2. Run the PSI Store Manager MAC 10.6 package from the Desktop, The
installation program will display the licence agreement. You should read the
software licence and if you agree click the Agree button to continue.

3. Drag and drop the PSI Store Manager MAC 10.6 into the Applications location.

4. Double click the PSI Store Manager MAC 10.6 to open.

How to Create a new Store.

5. Select Store, from the drop down menu, then choose Create.
e PSi Store Manager - /

Tools Help

Takan Racidant

Figure 1 Create new PSI store.
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6. You will be presented with a blank File Name field.

Type in the full File Name — or navigate to your preferred PSI store.
MO Create Store

Store Details

File Mame: JUsers /pki/Desktop

Store Password:

£ A f !
( Ok ) C Cancel )

A

Figure 2 Additional information for File Name required.

7. The File Name should have a .psi extension preceded with a forward slash. (/hic.psi)
You will need to select a Store Password. You will need to remember this password

for future certificate changes or maintenance. You should record this password in a
safe place.

< PO Create Store

Store Details

File Name: Jn’|::+ki1n'[!J:a_c.ktn::q::rjhiz_'.|::+5i|

Store Password:

£ A
U Ok |

L

3\
Cancel )

Figure 3 File Name in Create Store.

8. The new PSI store will have defaulted into the store our Medicare Australia public
encryption certificates ready for the B2B online transmissions and the Chain of Trust.
These are visible under tabs ‘Other People’ and ‘Root Certification Authorities’.

o NN PSI Stare Manager - (Users/CSETS/ Desktop/margot, psi
File Store Tools Help

——
Wiew: Certificates = | Certificate Deta

Personal —OtherPeople - Token Resident | Root Certification Authorities ]

Subject Email Expiry Date — Tok
1 i Refresn Toker
Medicare Australia -942 1870354 | ebusizhic.gov.au Mar 12 03:23:17 2014 GMT
Medicare Australia (9421870354  ebus@hic.gov.au Mar 12 03:23:17 2014 GMT Register Toke:

Medicare Australia :6278034019 ehus@medicareausralia.gov.aw  Dec 17 23:57:07 2014 GMT

gl il

Medicare Australia :627B8034019 ebusmmedicareaustralia.gov.au Dec 17 23:57:07 2014 GMT

Figure 4 Other People tab.

9. To view Chain of Trust click

Root Certification Authorities |

Figure 5 Chain of Trust tab.
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How to Install the PKI Site Location Certificate

10. Select Store, from the drop down menu choose Install
-.- | - " ¥ '.:'"..'-...-::..'.'-..L_'.' mdfa =l = ! '.'.:.'f-"'."'_. PR LESKLOD REYITN Dl
Tools Help

Open... - ' Cerific:
View: Create . ! 4]

Close

%Tﬂhh Resident  Root Certification Authorities
a Initialise Defaults... Email Expiry Date

Ref
rgot lightioottest@medic... Aug 20 04:28:53 2015 GMT | —
Add L . Regist
rgot lightfoottest@medic... Aug 20 04:28:53 2015 CGMT| | 9
T Import 3 o ¢
Password »
Figure 6 How to install the PKI Site Location certificate.

11. Select Browse to select a path though to the CD containing the certificates.

Directory Containing Keys

Directory: [| ] |

P12 Password:

A password s reguired to read Keys
which are stored in P12 files,

[ oK ) ( Cancel )

Figure 7 How to browse to CD containing certificates.

12. Select ‘Snow Leopard’ from the options at the top of the following screen.

& pki ’{'_‘ﬂ

) Users
A
&l Desktop rensayprrsevend€r 22, 2010 11:38 AM
{& Documents Thursday, November 26, 2009 4:30 FM
[& Downloads wednesday, February 24, 2010 5:02 PM
{il Library Thursday, November 18, 2010 319 PM

Figfl'Jr'e 8 Browsing through to the CD — select Snow Leopard.
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13. To navigate to the CD select ‘Volumes’ from the Snow Leopard window.

e T Open
| = Snow Leopard T}
Mame & Date Modified
T Monday, November 22, 2010 9:30 AM
& Network Tuesday, June Z3, 2009 4:19 PM
{1 private Monday, October 12, 2000 11:53 AM
L] Resources Tuesday, November 2, 2010 10:06 PM
i sbin Monday, October 12, 2009 11:39 AM 1“
L sw Tue:day, December 15, 2009 3:34 PM
Wil System Monday, October 12, 2009 11:40 AM
L tmp Monday, November 22, 2010 9:47 AM
L& Users Tuesday, November 17, 2009 11:56 AM
L usr Thursday, November 26, 2009 4:58 PM  [§
&l var Monday, October 12, 2009 11:53 AM .

M volumes Monday, November 22, 2010 11:13 AM

L’.J

File Format: | All Files

("Cancel ) ( Cheose )
Figure 9 Double click on Volumes to reach CD.

14. The Site Location certificate number will be displayed. Highlight the certificate number
and click the Choose button.

R Upen
' Volumes =
MHarme & Date Modified

© 2733755637 Tuesday, May 12. 2009 11:22 AM

.__.'1. Leopard Friday, November 12, 2010 3:20 PM
;__1 Macintosh HD Tuesday, Seplember 14, 2010 4:27 PM
2 Snow Leopard Friday, November 19, 2010 3:44 PM

File Format: = All Files T}

o 3
e Cancel y (m)

Figure 10 Select the certificate number from the CD.
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15. Enter the PIC Password supplied with the CD under separate cover.

T 77 Install Keys Esued by Medicare

Directory Containing Keys

Directory: olumes /2733755637

 ————— "
P12 Password: [ +]

A password is required to read Keys
which are stored in P12 files.

)
Figure 11Password request for certificate on CD.

16. Click ‘OK’. You can view the pair of certificates you have just imported under the
‘Personal” tab. Note: At the top of the Utility is will display the path to the PSI store.

ANnn PS5l Store Manager - /Users/pki/Desktop/kevin.psi—,
File Store Tools Help

-
p

View: Certificates 1

| Personal Other People " Token Resident  Root Certification Authorities |

subject Email Expiry Dame
E.,: PKI Placard 4 :317640... margot.bghtfoottest@medic.. Aug 20 04:28:53 2015 CMT

j'_il.v_ PKIl Placard 4 “17640 margat bghtfoottestimmedic. . Aug 20 042853 2015 CMT

Figure 12 How to view the certificates after completing the install.

17. Click your certificate name to display details of the certificate. Highlighting the
certificate name will show the Serial number and Subject Name at the bottom field of the
utility.

subject Email Expiry Date
EP PKI Placard 4 :317640... margot.bghtfoottestimedic... Aug 20 04:28:53 2015 CGMT
Figure 13 Highlighting the name of the certificate will show the details on utility at bottom.

Enrial Mo (HEX): 02B5CE Subject: CN=PKI Placard 4 :3764088062, D=Health,
T=ACT. C=Al
Figure 14 Serial number and Subject name displayed.
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18. Double clicking the certificate name will show all Attribute Details of the certificate.

&N N PS5l Store Manager - /Users/pkifDesktop/kevin.psi
File Store Tools Help

Issuer : Ch=Test Medicare Australia Organisation Certiff
Subject : CN=PKI Placard 4 :1764088082. O=Mealth, ST=AC]
Common Name : PKI Placard 4 :3784088062 -
Serial Numbar [(HEX) : D2RECH

Not Relfore { Aug 20 O04:28:56 2010 GNT
4 Hor Afre: ¢ Awg 20 O4:28:53 2015 GMT
Encryption Algorithnm ! rsaEncryption

Slgnature Algoriths= i ShalWiIthREAEncryption

Version [(HEX) i Y r0x2)

E=mall Address : margot. lightfoottesttmedicarsaustralia.gov.au
MOS Fingorprine ! 3351 B9dd e BErCFeBCFY e AT s FFLACEBY :BO D] : D72 )
SHA=] Fingerprint : ZF:EB:6T7:AR:BT:52:6C:86:BAEF:2C:3C:15:BC:B?: Gl
Key Uaage [HEX) T

Key Usago : Digital Signature, Non-Repudiacion

I CA Cerc ! MO

Policy : 1.2.%6.1T4030967.1.5.1.1

User Notice i Cercificates [ssued under this CF must only bej
CPS : heep:/Swww.medicareaustralia.gov.au/
1.2.36.736865175.1.10009 ¢ Y7540880861 ;
CRE Digeributiar Paint ! URTrhetp://mategt.corcificatos-australia.com.a
Authority Infomatioa Access ; OCSP - URI:http:/lfocsp.certificates-australia.p
Location : Seore

Eﬁa_!ﬂa [Hm 02B5CE Subject: CN=PKI Placard 4 :3764088062, D=Health,
Figure 15 Full details of certificate after installation.

How to Open an existing PSI store.

19. Assuming the PSI Store Manager is open. Select Store, from the drop down menu,
then choose Open.

MGICE Tools

Help

) | ( Ceni
reate... s E ]
Close

‘Token Resident  Root Certification Authorities |

Install i

Initialise Defaults... Email Expiry Date " Refi
N —

Add v {__Reg

Import L ¢

Password k

Figure 16 Select Open from the drop down menu to navigate to an existing PSI store.
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20. Click the browse button. Find the path through to your PSI store location.
This example will show how to find a psi store on the desktop.

ROA Open Store

- Store Details

File Name: I

Store Password:

N A
L " \‘_Cam:el )

Figure 17 Click the browse button to find the PSi store.

21. Double click Desktop, Highlight a .psi store then select Choose. (If you
select the choose option for Desktop it will not give you the option to select a
psi store from a list). It is a better option to double click the directory name.

M.l Open
il Desktop ﬂ
Mamae & Date Modified
aaa Thursday, November 18, 2010 4:26 PM
« fred (Autosaved) Monday, November 22, 2010 10:38 AM
« fred Friday, November 19, 2010 5:02 PM
jas psi Thursday. November 18, 2010 4:40 PM
Jaspal Thursday, November 18, 2010 4:28 PM
o} Friday, November 19, 2010 £:52 PM
L MacosX_10.5 Friday, June 19, 2009 10:47 AM
M newMargot.psi Thursday, November 18, 2010 4:23 PM
7 PsisStoreManager Friday, November 19, 2010 11:42 AM

¥ Screen shot 2010-11-19 at 4.49.10 Friday, November 19, 2010 €49 FM
;“. Scraen chot 2010-11-19 ar 4 53 55 Friday, Novembar 19, 2010 £:54 PM
|¥| Screenshot 2010-11-19 at 4.56.39 Friday, November 19, 2010 £:56 PM
1 Screen shot 2010-11-19 at 4.58.10 Friday, November 19, 2010 £:58 PM

F< »

File Format: | All Files i

Figure 18 View of various .psi stores to select.

22. Check you have selected the correct psi store, key store password.
[T T Open Store
 Store Details

File Name: [klfnﬁkmmkwln.pslj

Store Password

L -

Figure 19 View after highlighting .psi and selecting Choose
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Removing a Certificate.

23. .To remove a certificate from the store, click the certificate name of the certificate you

wish to remove.

24. Select Tools, from the drop down menu choose Remove Certificate.

A e PSI Store Manager - / Usus;‘pkifﬁeﬁéhﬁ&iﬁ‘p:i
File Store imu Help

. . MD5 Digest Ti " Cerificate Details
View: £

Remove Certificate...

%

~  Export... [
Suhph Er uill

" Personal jident © Root Certification Authorities

Expiry Date

¥ Tony T Placard (251
G Tony T Pacard :251

Wov 18 00:52.0Z 015 GNT

MNov 18 00:52:02 2015 GNT

Figure 20 How to remove a certificate from the PSI store.

This process should be repeated for the second (corresponding ) certificate.

How to update an existing store with Medicare Australia’s
Encryption Certificates.

25. The PSI Store Manager can place Medicare Australia’s public encryption certificates in

to a PSI store.

26. To bring these certificates into an existing PSI store click Tools, then from the

- drop down m(;[\u select Initialise Defaults.

BiGIE Tools Help

Open...
Create._.
Close

nerall
Initialise Defaults...
Figure 2

elect Initialise Defaults.

27. Click Yes to import the certificates.

B'n' P

™
-

TITLE

Press YES to load
Medicare Australia Certificates.

:'fND

( ) Y

Figure 22 Click Yes to continue
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28. To check certificates imported click the ‘Other People’ tab. Medicare Australia provides two
options. Clients can use either pair of certificates to encrypt messages to Medicare
Australia.

2 Nl ] FSI Store Manager = fUsers/CSETS/Desktop/margot. psi

File Store Tools Help

- '.c.;mf.;até;”" - o

[ personal — Other Peaple © Token Resident | Root Certification Authorities ]

Subject Email Expiry Date
Medicare Australia (942 1870354 | ebusithic.gov.au Mar 12 03:23:17 2014 GMT
:TJ Medicare Australia 9421870354 ebusihic.gov.au Mar 12 03:23:17 2014 GMT
E Medicare Australia (6278034019 cbusmmedicareaustralia.gov.au  Dec 17 23:57:07 2014 GMT
S‘:‘] Medicare Australia (6278034019 ebusmmedicareaustralia.gov.au  Dec 17 23:57:07 2014 GMT

Figure 23 View of Medicare Australia’s public certificates for encryption.

How to Change the PSI store Password.

29. Click Tools, from the drop down menu select Password. Then select Change...

ann PSI Store Manager - /Users/ pki/Desktop/kevin.psi
File JKIGIN Tools Help
Open - i3 | ( Cenificate Details
View:  Create IR
_ Close
P iToken Resident © Root Certification Authorities
— Iostall...,. i
Initialise Defaults... Email Erpky bam Refresh Toker
5| Mov 18 00:52:02 2015 GMT
- Add ¥ Register ar
A Nov 18 D0°52 02 2015 GMT
Import 4

Change...

Figure 24 View of How to change the PSI store password.

30. To Change the store password you must have the original password. Enter
original in first field. Enter new password, repeat same password to confirm.

NN Change Store Password

~Passwaord Details

Old Store Password: |

New Store Password:

Re-type Mew Store Password:

Ok Cancel

Figure 25 Screen for changing store password.
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To check PSI Store Manager Version number.

31. From the Title bar click Help, then select About.
M, MO PSI Store Man:

File Store Tnolsm
| | About... S

Certificates

View:

[Personal | Other People  Token Resident

| Subject Email
Figure 26 Title Bar — Help.

32. The version number as shown in next screen shot.
M " About PSI Store Manager

PS5l Store Manager 1.05

Figure 27 PSI Store Manager version display.

How to exit PSI Store Manager.

33. To exit PSI store and PSI Store Manager select File, Exit.

800

SN Store Tools Help
Exit

wrew-—p— Certificates

[Personal | Other People

Figure 28 How to exit PSI store.
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