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Introduction

The Medicare Australia PKI certificate is used when you use the Medicare Australia’s
Online Claiming channels. The current Medicare Australia PKI certificate expires on 23
April 2011, and is being replaced with a new Medicare Australia PKI certificate.

The ‘How To’ instructions in this document will help you make the changes on your
system software using the latest version of the Medicare Australia PKI Certificate
Manager V2.3.15.

IMPORTANT NOTE:

Before proceeding to install the new Medicare Australia public certificates check if your
software vendor has communicated with you about this certificate change. If provided
follow your Software Vendor instructions.

This document contains the following information to assist with the renewal process of
the Medicare Australia Certificates:

e Contact details
e Frequently asked questions
e Installing the latest version of Medicare Australia PKI Certificate Manager

e Installing Medicare Australia Certificates.

Contact details
For enquiries and assistance contact:

Medicare Australia eBusiness Service Centre — 1800 700 199

or by email

onlineclaiming@medicareaustralia.gov.au
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Frequently Asked Questions
Why do | need to update the certificates?

Valid Medicare Australia certificates are required by customers who communicate
electronically with Medicare Australia when using PKI. Replacement of expired
certificates is a normal operational procedure. Renewing your Medicare Australia
certificates will allow online operations to continue uninterrupted.

Am | impacted by this change?

If you are using one of the following programs, Medicare Online Claiming, PBS Online
Claiming or Aged Care Online Claiming you may be affected by this change. Clients on
Client Adaptor 6 or higher software may find the update has occurred seamlessly by the
newer version of software.

How is Medicare Australia managing this PKI certificates change?

By placing the new version of the Medicare Australia PKI Certificate Manager on our
web page. Itis supported by documentation with step by step instructions.

How can | get the PKI Certificate Manager?

The PKI Certificate Manager is available on the Medicare Australia site. To download
the latest version, go to the “Installing PKI Certificate Manager” section of this document
on how to proceed.

Can | install this new version of the PKI Certificate Manager on top of my
current version?

Yes. It will overwrite the older version and will open up with the same view of the
certificates as before. Ensure you have installed to the correct PC that manages the
certificates within a network.

My system is not allowing me to install the PKI Certificate Manager

Contact Medicare Australia eBusiness Service Centre for assistance.
When do | change/update the certificates?

You can make the change whenever it suits you depending on the version of your
software. We will commence pushing out the new certificate on 19 March 2011. You
may want to check your certificate store to see if you have already received the
certificate appearing under the ‘Other People’ tab view of the PKI Certificate Manager.
You do not need the latest PKI Certificate Manager to view certificates in the certificate
store.

How do | make this change to my certificate store?

You should check the PSI store — it may have update already from 20 March 2011.
Please refer to “Installing Medicare Australia PKI Certificate Manager” and “Installing
Medicare Australia Certificates” in this document if you need to make the change.
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What if | updated my certificate store early?
It is never too early to update your certificate store.
What if | am unsure about updating my certificate store?
Contact Medicare Australia eBusiness Service Centre for assistance.
| have two names in my store, for Medicare Australia.
Medicare Australia has supplied two pair of certificates — each pair carrying a different

email address. Either email address can be selected to send secure transmissions to
Medicare Australia. It will depend on your software which certificate is selected.

ebus@medicareaustralia.gov.au. The certificate we are updating carries the email
address of ebus@hic.gov.au. This is the certificate we will use to sign outbound
messages from mid April 2011.

Who can tell me the password to the PSI store?

It could be one of the following:

The practice manager

The person who manages your system

Your Software Vendor

Your IT support person.

If the password to the store cannot be found is there another solution?
Replacing the store would not be recommended unless you are experiencing
transmitting errors. The older store can be replaced but you should contact your vendor
to assist with the store replacement.

Can | build a new store over the top of the older store?

No.
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Install

ing PKI Certificate Manager

You will need to know your PSI store password to make changes to your PSI store.

This password was set when your PKI certificate was first installed. Your practice
manager or software vendor might know this password. You will need this store
password if you want to update the PSI store with the new PKI Certificate Manager.

Note: If your Software Vendor has contacted you about the Medicare Australia’s PKI
certificate renewal, please follow the instructions they supplied.

Procedure for installing PKI Certificate Manager

1.

Establish a connection to the Internet.

Copy http://www.medicareaustralia.gov.au/provider/vendors/pki/cert-manager.jsp into the
Address area of your web browser and press the Enter key. The Medicare Australia PKI
Utilities web page will be displayed, as shown in Figure 2.

Note: Ensure you choose the download carefully. The Windows version is listed first followed

by the MAC version. There are two MAC versions. There is a hew utility for MAC 10.6 and
an earlier version for MAC 10.5

Downloads:

Cerificate Manager Installer Application (Windows) (ZIP. 200Kh)
PKI Certificate Manager Installer Application (MAC) ZIFP. 2 0Mb)
PKI Certificate Manager Users Guide (Windows) [PDF. Kb] 3
Mac PKI Certificate Manager User Guide [PDF. Kb] &

Button

PSI Applet Programmers Guide [PDF_1 3Mb] [H

Platform Reference Guide [PDF. 521Kh] 5

PKI AP Glossary [PDF. 413Kb] [

Pl Certificate Renewal Guide [PDF. 653Khb] H
Medicare Australia new cerificate for PKI CM

Figure 1. PKI Utilities Web Page
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3. Download PKI Certificate Manager by clicking on the PKI Certificate Manager Utility
(Windows). The ‘File Download’ dialog box will open, as shown in Figure 3. Choose to
save it to your desktop

File Downlc x|

- Some filez can harm pour computer. |F the file information belaw
n..‘_‘r) looks suspicious, or you do not fully trust the source, do not open or
zave this file.

File name: mai_pki_utilities. zip
File tppe:  WinZip File

From; wyy medicareaustralia. goy. au

“wiould you like to open the file or save it to pour computer?

Open Save Cancel fore Info I

v Always ask before opening this type of file

Figure 2. File Download Dialog Box

Note: Before proceeding to the next step ensure the installation is done on the
server or the main PC or on any PC that has a PSI store.

4. Double click on the “PKI Certificate Manager Installer.exe” icon (refer Figure 4) on your
Desktop, and follow the prompts to install. Once installed, this utility can be accessed via
the Control Panel.

PEI Certificate Manager Installer,exe

Figure 3. PKI Certificate Manager Installer icon

You have successfully installed the latest version of the Medicare Australia Certificate
Manager (Version 2.3.15). You can view your PSI store and if necessary proceed to
install the Medicare Australia Certificates.
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Installing Medicare Australia Certificates

These certificates are required to be imported into your PSI store to communicate
successfully with Medicare Australia electronically. To install the Medicare Australia
Certificates, follow the steps shown below.

1. Click START and navigate to the Control Panel as shown in Figure 5.

,_ Brograrns 3
E -.
g LJ‘ Documents »
% settings b [} Conkral Panel
]
5 .
e ) e' Metwork Connections
a /—) Search -

':Jﬂ Frinters and Faxes
= @) Help and Suppart gl Taskbar and Start Menu
" -

E $=] Run..,

=

£

g @ Shut Down, . 3 B .

E.

Figure 4. Navigation to the Control Panel

2. Double click on the PKI Certificate Manager Icon, as shown in Figure 5.

iR

PEI Certificate
M anager

Figure 5. PKI Certificate Manager Icon

AboutsPRlGentiicateManagen ml
Z

Click the About button to confirm the version.
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3. The following screen shown in Figure 7 will appear if the PSI store has been located. You

can view your certificate in the “Personal” tab. Go directly to Step 5.

/

T
PKI Certiﬁ/:ate Manager - C:\MedicareAustralia. psi

Yiew] Certificates -
Persanal | Other F'eoplel Token Hesidentl Root Certification .&utholitiesl
lzzued To | lzzued By | E rnail | Expiration |
@ PBS Test Pharma...  CH=Medicare Australia... Jul 16 23:14:31 2008
PES Test Pharma... ChH=Medicare Australia... Jul 1B 23:14:31 2003

[

=

certificate Manag

I:L Setup...
& Install..

[Eﬁ Stare 4

Archive ¥

@ Impart...
o

x -

a

&9 Refresh
@ sbout...

PKI ¢

Figure 6. PKI Certificate Manager — Main Window

4. The following screen shown in Figure 7 will appear if the PSI store cannot be located. For

further assistance contact your Software Vendor.

Store Setup Wizard E

Welcome to the Store Setup Wizard

Pleaze Choose One of the follawing:
" Create a Mew Store
" Use an Existing Store

™ Search for an Existing Store

* This must be successhully completed befare the
Setup action can commence

< Back | Hest > |

Figure 7.  Store Setup Wizard
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5. To view the current Medicare Australia certificates select “Other People” tab, as shown in
Figure 8.

‘igw:  Certificates /

Persanal | Other Peaple | Taken Resi

|zzued To |zaied By

Figure 8. PKI Certificate Manager — “Other People” Tab

6. Click on the ‘Store’ button and from the drop down menu select ‘Initialise Defaults’, as
shown in Figure 9.

|
PRl Certificate Manager - Chllocuments and SettingsypUE ol (MlesktopiBS1 Store warniouswmarngot: 3. psi) m

Yiew Certificates v sew..
Persanal Other People | Token Resident | Raot Certfication Autharies | B install..
Issued To | Issued By | Emai | Expiation [
@. Medicare dustralia .. CH=Medicare Austriaba. . ebus@medicareaustral .. Dec 17 235707 2014 ﬁ Stare -
@* Medicare fustralia.. CH=Medicare Austiaba..  ebus@medicareaustral..  Dec 17 235707 2014 Change Password. ..
E* CED Medicare Au.. CH=5ecweNet Health . ebus@hic. gov.au Apr 23 055714 201 )
@* CED Medicare Au.. CH=S5ecweNet Health . ebus@hic. gov. au Apr 23 05:57:14 201
Advance L4

Figure 9. PKI Certificate Manager — Initialise Store Defaults

7. Enter your store password when prompted, as shown in Figure 10.

Store Initialization Wizard

Welcome to the Store Intialization
Wizard

Enter the Stare's Password:
’7 Pazzword: ||

* Thig musgt be successiully completed before the
Impart can commence

< Back | Heut | Cancel I

Figure 10. Store Initialization Wizard — Password Screen

Note: The store password was set when you first installed your certificate.
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8. Click finish for the certificates to be imported into your PSI store when the confirmation
screen appears, as shown in Figure 11.
[X]

r:t:.r:r.r nvbaaliEation Yyiand

Certificates that will be imported
into the Store

Cerificates:

@ Medicare Sustralia 9421870354

W Medicare Australia :9421870354

G3 Medicare Australia 6275034019

K Medicare Australia ‘6278034019

K3/ E

||

* On comphetion, theze Cetiicates will be added
to the Store

< Back Frigh Cancel
Store Initialization Wizard — Confirmation Screen

Figure 11.

9. Click on the ‘Other People’ Tab to see the two Medicare Australia certificates, as shown in
Figure 12. You have now completed the task successfully.

Figure 12.

eianarencLatloonmentsand Setingsiplsad Dilleskiopilanpotarsipeie s ad

View: Certificates v Sep.

Persanal Olther People | Token Resident | Fioot Certification Authosties | [ Install..

lszued To | lssued By | Emai | Expiration |

%* Medicare Australia .. CM=Medicare SAusiaba = ehus(@hic gov.su Mar 12032317 2014 88 Store i

@* Medcare Augtralia.. CH=Medicae Aushiala_ .  ebusi@iec gov.au Mar 12032317 2014

@* Medicare Australia.. CH=MedicaeAustaia . ebus@Emedcaresuztial . Dec 17 235707 2014

@* Medcare Australia.. CH=Medicae Aushiaba . ehus@Emedcaeaustial . Dec 17 235707 2014

(&) &rchive =

PKI Certificate Manager — Medicare Australia Certificates after Initialisation

10. Click on the “Personal” tab to return to the original screen to see your certificates.
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11. To remove old certificates from the store click on the certificate name. Select Tools and
Remove. Follow the prompts.

I'P.’.‘IJ Lertificate Manager - Callooumentsand Settingsipliatd (NllesktopiHal Store vian ousimang ot . psi 181
View. Cedtificates - ﬁ Selup...
Persanal  Other Peaple | Token Resident | oot Certification Authariies | @ st
Iszued To | lssued By | Ernai | Expiration |
E' Medicares Austrsis .. CH=Medicars Austalia.  ebus@medicatsaustral.  Dec 17 235707 2014 ﬁ Store -
@' Medicars Australia .. CH=Medicars Aushalia..  ebus@Gmedicarmaustral..  Dec 17 235707 2014
' CED Medicare &u.. CHeSecurshet Health . ebus@hic. gov.au Ape 23055714 2011
@T CED Medicare Au.. CM=SecuieMet Health ... ebus{@hic. gov.au Ape 23055714 2011
I'EJ Bichre ¥
@ Irnpont...
B Export...
24 Tock =
Urregister..,
E & Refresh
1§ O 2bout...
P
-8

|I:I'~I=EEEI Medicare Australia :5322397 356, OU=Medicare Austidia, 0=-Medicare Austialia, L=T UGGERANONG, ST=ACT, C=AU

12. Close out of the PKI Certificate Manager by clicking on the Close, E button located top
right of the screen.

IMPORTANT NOTE:

Before resuming your online transmissions close down your claiming software and
reopen again to ensure you are using the certificates that have just been imported into
the store.
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