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TRUSTING CERTIFICATES

L oading the SecureNet Root Certificate into the Micr osoft
Cryptographic Storage area
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1. Establish a connection to the ek
Internet. This will be either a Dial- F
up networking or LAN connection.

2.  Open Internet Explorer. L .
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File Download [ %]

“r'ou have chosen to download a file from this location.

4. Select the link to ‘SecureNet Root
CA Certificate’ (which should be
located near the top of the
navigation menu).

5. Select the ‘Open this file from its
current location’ radio button and
click ‘OK’.

gk-zhs-rca.cer from .. ertificates-australia. com. au

‘what would you like to do with this file?

¥ &lways ask before opening this type of fils

QK I Cancel More Info

6. If you receive a ‘File Download’
prompt asking if you wish to ‘Open’
or ‘Save’ the file, click ‘Open.



7.

8.

Click ‘Install Certificate’.

You will be presented with the
‘Certificate Manager Import Wizard’.
Click ‘Next’.

Ensure ‘Automatically select the
certificate store based on the type
of certificate’ is selected. Then click
‘Next’.

General | Detailsl Certification F‘athl

@x’ Certificate Information

This CA Root certificate is not trusted. To enable
trust, install this certificate into the Trusted Root
Certification Authorities store.

lzzued to:  SecureMet Limited Root Certification Authority

lssued by: SecureMet Limited Root Certification Autharity

Valid from 10/10/2002 vo 10/10/2022

|ssuer Statement... |
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Certificate Manager Import Wizard

Welcome to the Certificate Manager
Import Wizard

This wizard helps to copy cerlificates, certificate tust lists,
and certificate revocation lists from pour disk to the
certificate store.

What is a certificate?

A, certificate it 5 confirmation of your identity issued by &
cetification authority. Cerlificates contain information used
to protect data, or to establish secure netwark
connections.

What is a certificate store?
A, certificate store iz a spstem area where cerlificates,

certificate tust lists, and cerlificate revocation lists are
stored

Click Next to continue or Cancel to exit.

Cancel

cate Manager Import Wizard

Select a Certificate Store
Cettificate stores are system areas where cerlificates are stored.

Select the certificate store for the new cerificates.

@ dutomatically select the certificate store based on the tupe of certificate

™ Place all certificates inta the following store

Certificate store

Brawse... |

< Back I Mexst > I Cancel




Certificate Manager Import Wizard

Completing the Certificate Manager
Import Wizard
“Tou have successfully completed the Certificate Manager
Impart wizard.

. '+ H *rou have selected the following for the import operation:

10 - Th e T rUSted R OOt Ce rtl fl Catl 0 n Certificate Store Selected by wizard  Trusted Root Certific.
Authorities’ store should have been Fartet Fetias
selected for the import. Click
‘Finish’.

<] | |
< EGCK ' o FII’]ISh o Cancel I
Root Certificate Store
Do vou want to ADD the following certificate to the Root Store?
11. Confirm that you wish to im po rt the Subject : SecureNet Limited Foot Certification Authority, SecureMet Limited, &1
. . lzzuer : Self lszued
certificate into the Root Store by Time alidity : Thursday, 10 October 2002 through Monday, 10 October 2022
R . Serial Number : 30440926

clicki ng Yes’'. Thumbprint (shal]: 4B0D4F1D 7718403E EDI28484 FFI727BC E71A04B1

Thurnbprint [md5) : 504021 7F OCO3B84C 874FFDDC 676DD7AZ
Yes

12. You should receive notification that Certificate Manager Import Wizard 3

the import was successful. Click _
‘OK’ The import was successhul.

13. Click ‘OK’ to close the Certificate
Manager Import Wizard.

You just imported the SecureNet Root Certificate into the Microsoft
\/ Cryptographic Storage area. You must now install the SecureNet Health
(intermediate) Certificate to complete the chain of trust.

L oading the SecureNet Health Certificate into the Micr osoft
Cryptographic Storagearea

14. Establish a connection to the
Internet. This will be either a Dial-
up networking or LAN connection.

15. Open Internet Explorer. e lneteet

16. Type
http://www.certificates-australia.com.au/
into the Address area of your web
browser and press the Enter key.
The Certificates Australia home
page will then be displayed.
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17.

18.

19.

20.

21.

Click the link to ‘SecureNet Health
CA Cert’ (which should be located
towards the top of the navigation
menu).

Select the ‘Open this file from its
current location’ radio button and
click ‘OK’.

If you receive a ‘File Download’
prompt asking if you wish to ‘Open’
or ‘Save’ the file, click ‘Open.

Click ‘Install Certificate’.

You will be presented with the
‘Certificate Manager Import Wizard’.
Click ‘Next’.

File Download [ %]

“r'ou have chosen to download a file from this location.

zhy_health_ca.cer from ... ertific ates-australia.com. au

what would you like to do with thiz file?
& - . o
' Save this fils to disk

¥ &lways ask before opening this type of file

QK I Cancel More Info

Certificate H

General | Details | Certification Path |

*, ey -
Certificate Information

This certificate iz intended to:
wfindowes Syztem Component Yerification ﬂ

#¢findovs Hardware Driver Verification

*illow data on disk to be encrypted

+4low secured communication on Intermet

siillows pou to digitally zign a Certificate Trust List

»fyflows data to be signed with the current time ;I

* Refer to the certificate issuer's statement for details.

lssued to:  SecureMet Health OCA

Issued by: SecureMet Limited Root Certification Autharity

Valid from 17/02/2003 bo 13/11/2012

Issuer Statement... |

Certificate Manager Import Wizard

Welcome to the Certificate Manager
Import Wizard

Thiz wizard helps to copy certificates, certificate trust lists,
and cerlificate revocation lists from your disk to the
certificate store.

What is a cetificate?

A certificate is a confirmation of your identity issued by a
certification autharity, Certificates contain information used
to protect data, or to establish secure network.
conhechions

What is a certificate store?

& certificate store iz & spstem area where certificates,
certificate bust lists, and certificate revocation lists are
stored

Click Next to continue or Cancel to exit

Cancel




22. Ensure ‘Automatically select the
certificate store based on the type
of certificate’ is selected. Then click
‘Next’.

23. The ‘Intermediate Certification
Authorities’ store should have been
selected for the import. Click
‘Finish’.

24. You should receive notification that
the import was successful. Click
‘OK’.

25. Click ‘OK’ to close the Certificate
Manager Import Wizard.

Certificate Manager Impoit Wizard

Select a Certificate Store

Cerlificate stores are system areas where cerlificates are stored

Select the certificate store for the new cerlificates.

@ idutomatically select the certificate store based on the type of certificate

€ Place all certificates into the following store

[ertficatestare:

Erotse.

< Back I Nest > I Cancel

Certificate Manager Impoit Wizard

‘You have successfully completed the Certificate Manager
Irpart wizard.

You have selected the following for the import operation:

Certificate Store Selected by wizard  Intermediate Certifica

Content Certificate

< I i
<Back |7 Finigh T Cancel |

Certificate Manager Import Wizard [E4

@ The impart was successtul,

You just imported the SecureNet Health Certificate into the Microsoft

‘/ Cryptographic Storage area.

You have now configured the chain of trust necessary to enable Microsoft
applications to use Securenet-issued HCI or HCL certificates.




