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INSTALLING CERTIFICATES

L oading Health Care L ocation (HCL) certificatesinto Micr osoft
Cryptographic Storage area

This procedure assumes your system does not have ‘Hide file extensions for known
file types’ activated in your Folder Options in Windows Explorer.
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Where you are instructed to enter information and the information is bracketed by



quotation marks, do not type the quotes. (eg type ‘write this’ as write this).

1. Open Windows Explorer.

You can do this by double clicking
the Windows Explorer Icon with the
left mouse button or by selecting
Start with the right mouse button
and selecting explore.

2. Insert the HeSA supplied floppy disk into floppy disk drive.

3. To display the contents of the floppy disk. Use Windows Explorer and select the
drive letter of where you inserted your HeSA floppy disk.

4. The HeSA supplied floppy will
contain files fac_sign.pl12,
fac_encrypt.pl2 and trust.pl2.
There may be other files on the
HeSA supplied floppy disk.

5. ‘Left double-click’ the
fac_sign.pl2 file. The ‘Certificate
Manager Import Wizard’ window will
then be displayed.
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Welcome to the Certificate Manager
Import Wizard

This wizard helps to copy certificates, certificate tust lists,
and certificate revocation lists fram your disk to the
certificate stare,

What is a certificate?

A cerificate is a confirmation of your identity issued by &
certification authority. Certificates contain information used
to protect data, or to establish secure network
cannections,

What is a certificate store?

& certilicate store is a system area where certificates,
certificate trust lists, and certificate rewocation lists are
stored.

Click Next to continue or Cancel ta exit

< Bach I Tlext s ‘_I Cancel

On the Certificate Manager Import Wizard welcome window select the Next button.



Certificate Manager Import Wizard

Select File to Import
‘f'ou can specily the file to be imported

Browse...

6 . O n th e ¢ Se I eCt fl Ie to i m po rtl Wi n d ow Note: More than one certificate can be stored in a single file in the following formats:
se I ect th e B N ext’ b utto n Perzanal Information Exchange- PKCS #12 [PFX)

Cryptographic Meszage Syntax Standard- PRCS #7 Certificates [.p7b)

Microsoft Seralized Certificate Store [sst]

< Back I Mext > I Cancel

Ceitificate Manager Impoit Wizard x|

Password Protection for Private Keys

7. On the ‘PaSSWOFd prOteCtIOﬂ fOI’ Ta maintain security, the private key is secret and must be protected with a password
private keys’ window enter the
password provided by HeSA in the F"Pw‘d”w‘“”
password edit box. [

HeSA refers to the password as a
Personal Identification Code (PIC).

Select the ‘Enable strong private
key protection’ check box.

Select the ‘Next’ button.

7 Enable stiong private key protectors

™ Mark the private key as exportable

< Back I Mest > I Cancel

Cetificate Manager Import Wizard ]

Select a Certificate Store
Cerlificate stores are system areas where certificates are stored

Select the certificate stare for the new certificates.

& Automatically select the cerbiicate store based on the type of certiicatel

" Place all cerificates into the following store

8. On the ‘Select a Certificate Store’ itz
window select the ‘Next’ button [

< Back I Mest s I Cancel

Certificate Manager Import Wizard E3|

Completing the Certificate Manager
Import Wizard

“Vou have successtully completed the Certificate Manager
Impart wizard,

You have selected the following for the impart operation:

Certtificate Store Selected by wizard  Automatically Selecte
Cartent PFA
File: Name DACERTIF-74wINE

9. On the ‘Completing the Certificate
Manager Import Wizard’ window
select the ‘Finish’ button.

4] | |

e |

Cancel |




Private Key Container

Importing & news private exchange keyl

10. You will then be prompted to set
the Security level for your private
key container.

Select the ‘Set Security Level...’
button.

Security level set bo Medium Set Security Level... |

Cancel | Dietails... |

Private Key Container

Choose a security level appropriate for thiz item contained
in your Protected Storage.

Request my permizsion with & password when this
item iz to be used.

11. When the private key container
window is displayed select the
‘High’ radio button and then select
the ‘Next’ button.

" Medium
Fiequest my permizsion when thiz item is to be uzed.

 Low
Automatically grant permiszion o use this item
without notification.

< Back I Mest » I Cancel

12.Select the ‘Create a new
password for item’ radio button.
Type ‘Health Care’ in the ‘Password
for:’ edit box.
If the name ‘Health Care’ has
already been used then type
‘Health Care 2’ or another name
which is relevant to you. Under
Windows XP this field is locked as
‘CryptoAPI Private Key’

Private Key Container

Chooze or create a password to protect this item.

1 e thiz password to access i e,
Pagsword for: I - l

% Create a new passward for this item.

Password for: IHeaIth Care

[example: Tom]

Type a password in the ‘Password:’
edit box.

It is recommended that you follow Password e
HeSA password recommendations Confim: I
when making new passwords.

(HeSA password recommendation =
can be located on the letter that ook [ B |

Cancel |

contains the Personal ldentification
Code).

Re-type the password in the
‘Confirm’ edit box.

Select the ‘Finish’ button.



13. The ‘Importing a new private Private Key Container
exchange key!” window is then
displayed. Type the password in the
‘Password for Health Care’ edit
box.

14. Select the ‘OK’ button.

Importing a new private exchange keyl

Pazsword for Health Care: I’"“"“”i

[~ Bemember password

Security level st to High Set Security Level .. |
ok I Cancel | Details... |

Note: Under Windows 2000 and
Windows XP, you will not be
prompted to re-enter your
password, simply select the ‘OK’
button.

Certificate Manager Import Wizard |

15. A Message box displaying the
Message ‘Import was successful’ will @ The import was successhul

then be displayed. Select the ‘OK’
button.

Switch to Windows Explorer that was opened in step 1 above.

Welcome to the Certificate Manager
Import Wizard

This wizard helps to copy certificates, certificate trust lists,
and certificate revocation lists from your disk to the:
certificate store.

16. ‘Left double-click’ the
fac_encrypt.p12 file. The
‘Certificate Manager Import Wizard’
window will then be displayed.

Select the ‘Next’ button.

What is a certificate?

A certificate is a confirmation of your identity issued by a
certification authonty, Cerificates contain information used
to protect data, or to establish secure network
connections.

What is a certificate store?

A certificate store is a spstem area where certificates,
cerificate tust lists, and certificate revocation lists are
stored.

Click Mext to continue o Cancel to exit.

< Bach I st I Cancel

Certificate Manager Impoirt Wizard

Select File to Import
‘f'ou can specify the file to be imported.

Browse...

17 ) O n th e . Se I ect fl Ie tO i m po rtl Wi n d ow Note: More than one certificate can be stored in a single file in the following formats:
Se I ect th e B N ext' b utto n Persanal Information Exchange- PKCS #12 [PFX)

Cryptographic Message Syntax Standard- PKCS #7 Certificates [.p7b)

Microsoft Seralized Certificate Store [sst]

< Back I Mest > I Cancel




Certificate Manager Import Wizard x|

Password Protection for Private Keys

18. On the ‘Password protection for To maintain securty, the private key is secret and must be protected with a password
private keys’ window.
Enter the password provided by B
HeSA in the password edit box. [~
HeSA refers to the password as a
Personal Identification Code (PIC). % bl sy e ey poisaion
Select the ‘Enable strong private
key protection’ check box.
Select the ‘Next’ button.

Please enter a password to access this file.

™ Mark the private key as exportable

< Back I Mest > I Cancel

Ceitificate Manager Impoit Wizard x|

Select a Certificate Store
Certificate stores are spstem areas where certificates are stored,

Select the certificate store for the new certificates

 Automatically select the certificate store based on the tupe of certificals

" Place all certificates into the following store

19. On the ‘Select a Certificate Store’ e
window select the Next button. | B

< Back I Mest > I Cancel

Certificate Manager Import Wizard x|

Completing the Certificate Manager
Import Wizard

"fou have successiuly completed the Certificate Manager
Import wizard

You have sslected the following for the import operation

20_ On the ‘Complet”‘]g the Certif'cate g:::l:itesmleSelecledbywwzard guFXtomatlcallySelecte
Manager Import Wizard’ window Fietione el
select Finish button.

4] | |

<Back [ Fnsh ] Cencel |

Private Key Container

Importing a new private exchange keyl

21. You will then be prompted to set the
Security level for your private key
container.

Select the ‘Set Security Level...’
button.

Security level sat bo Mediumn Set Security Level... |

Cancel | Dietails... |




22. When the private key container
window is displayed Select ‘High’
and then select the ‘Next’ button.

23. Select ‘Use this password to
access this item’ radio button.
Select ‘Health Care’ from the drop
down list box.

Select the ‘Finish’ button.

Note: Under Windows 2000, the
drop down list box does not appear
and you will need to re-enter the
details for the ‘Health Care’
password.

Note: Under Windows XP this field is
locked as ‘CryptoAPI Private Key’

Private Key Container

Chooze a security level appropriate for thiz item contained
in your Pratected Storage.

equest my permizsion with a password when this
item iz to be used.

" Medium
Fiequest my permizsion when thiz item is to be uzed.

" Low
Automatically grant permiszion o use this item
without notification.

< Back I Mest » I Cancel

Private Key Container E3

Chooze or create a password to protect this item.

& Use this password to access this item,
Password for: IHeaIth Eare vl

" Create a new paszword for this item.

Pazsword for: I

[example: Tom]

Password: I
Canfirm: I

< Back

Windows 2000 version:

Importing a new private exchange key! 1'

Create a password to protect this item.

Create a new pazsword for this item.

Pazsword for: IHeaIth Care

[example: Tom)

Paszsword: I ******
Canfirmn: Ixxxxxx

< Back I Finigh I Cancel |




24. The ‘Importing a new private
exchange key!” window is then
displayed. Type the password used
in step 12 above in the ‘Password
for Health Care’ edit box.

25. Select the ‘OK’ button.

Note: Under Windows 2000 and
Windows XP, you will not be
prompted to re-enter your
password, simply select the ‘OK’
button.

26. A Message box displaying the
Message ‘Import was successful’ will
then be displayed.

Select the ‘OK’ button.

Private Key Container

Importing a new private exchange keyl

[~ Bemember password

Security level st to High Set Security Level .. |
ok I Cancel | Details... |

Certificate Manager Import Wizard |

@ The impart was successful.

‘/ You have now successfully loaded Health Care Location (HCL) certificates
into the Microsoft Cryptographic Storage area.



