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OUTLOOK 2002
CREATING AN ACCOUNT

Setting up a new email account to use HeSA certificates

1. If you are using an individual key to
sign and encrypt your ema il please
ensure it is plugged in.

2. Open Outlook 2002.

You can do this by double clicking
the Microsoft Outlook Icon with the
left mouse button.
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3. Select ‘Tools’ from the main menu @} Empty "Deleted Itemns" Folder

then select ‘Email Accounts.’

The Email Accounts dialog box will Toals an kthe Web. ..

be displayed. E-mail Accounts., ., ﬂ
Customize. ..
Qpkions. ..

£




Select the ‘Add a new email
account’ radio button and select the
Next button.

The Server Type window will be
displayed.

Select the “POP3” radio button and
select the Next button.

The Internet Email Settings (POP3)
window will be displayed.

In the User information area of the
window type in the Name you wish
to appear on outgoing email
messages.

Type the email address as provided
by your ISP or Network
Administrator.

Note: This address needs to match
the email address registered on the
HeSA issued certificates.

Use the Tab key to move to the
‘Server information’ area of the
window.

In the ‘Incoming mail server
(POP3)’ field type in the name of
the incoming email server provided
by your ISP or Network

E-mail Accounts

E-mail Accounts
You can change the e-mail accounts and directories that Outlook uses.

E-mail
% add 5 new e-mail account:

" Wiew or change existing e-mail accounts

Directory
" Add a new directory or address book.

" Wiew or change existing directories or address books
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E-mail Accounts

Server Type
‘ou can choose the bvpe of server your new e-mail acount will work with,
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¢ Microsoft Exchange Server
Conneck ta an Exchange server ko read e-mail, access public Folders, and
share documents.

9

ect to a POPS e-mail server to download
wour e-mail,

" IMAP
Connect to an IMAP e-mail server ko download e-mail and synchronize
mailbo: folders,

 HTTP
Connect to an HTTP e-mail server such as Hotmail to download e-mail and
synchronize mailbox Folders.

" additional Server Types
Conneck ta another warkaroup or 3rd-party mail server,
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E-mail Accounts

Internet E-mail Settings (POP3)
Each of these settings are required to get vour e-mail account working.

£

User Information Server Information

E-mail Address:

Logon Information

Your Mame: Incaming mail server (POP3):

Dukgoing mail server (SMTP):

Test Settings

—
—

User Name: l— After filing out the information on this screen, we
= recommend you test your account by clicking the button
Password: below, (Requires network connection)

—

¥ Remember password TESt BECOUNE SEHHTTS |

I Lag on using Secure Passwaord
Authentication {SPa)
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User Information

Your Mame: I

E-mail Address; I

Server Information

Incoming mail server (POP3): I

Cutgoing mail server (SMTRY: I
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Mail Accounk

Administrator.

Use the Tab key to move to the
‘Logon Information’ area of the
window.

In the ‘User Name’ field type the
email server login name for your
email account.

In the ‘Password’ field type in the
corresponding password for the
above account name.

Some email servers require Secure
Password Authentication. If you are
not sure then do NOT select the
check box.

Select the ‘More Settings’ button
to display further options for
configuring your email account.

In the Mail Account field highlight
the text and type ‘PKI Secured’.

Twpe the name by which you would like to refer to this
account, For example: "Wwaork” or "Microsoft Mail Server"

IF‘KI Secured

16.

17.

Select the ‘OK’ button to save
changes and return to the Email
Accounts window.

If an account with the name ‘PKI
Secured’ already exists you will
receive an error message. Select OK
and replace ‘PKI Secured’ with
‘PKI Secured 2’ or another name
which is meaningful to you.

Logon Information

ser Mame: I

Password: I

¥ Remember password

[ Log on using Secure Passwiord
futhentication (SPA)

Internet E-mail Settings K Ed
General | Outgoing Serverl Cnnneclionl Advancedl
Mail Account
Type the name by which you would like to refer ka this
account, For example: "work! or "Microsoft Mail Server”
Dther User Information
Qrganization: I
Reply E-mail: I
Ok I Cancel |
Microzoft Dutlook %]

The account name is already being used. Please choosze another name.




18. Select the Next button to display
the Congratulations window.

E-mail Accounts

19. Select the Finish button to return
to Outlook 2002 main window.

20. Select Tools from the main menu
then select Options.
The Options dialog box will then be
displayed.




21. Select the Security tab to display
certificate information.

22. In the Secure email area of the
Security tab select the ‘Settings...’
button.

23. The Change Security Settings dialog
box will be displayed.

24. In the ‘Security Settings Name’
field type “PKI Secured”.
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25. Check to ensure there is Certificate
information in the Signing certificate
and Encryption Certificate fields and
that the algorithms are set to SHA1
and 3DES respectively.

Note: The illustration at right shows:
blank Signing Certificate and
Encryption Certificate fields or
unavailable fields for the algorithm.

Should this occur the certificate chosen
has not been properly bound.

Possibly it does not match with the
email address or conflicts with a
certificate already installed on the
system.

To overcome this problem, you need to
manually bind the certificate.

Select the ‘Choose’ button next to
both Signing Certificate and Encryption
Certificate in turn to choose a
certificate.

26. If there is only one certificate
available select it then select the
‘OK’ button.

27. To identify which certificate is
correct select the certificate then
select the View Certificate’
button.

Certificates and Algorithms
Signing Certificate:

Choose...

Hash algorithm:

fsHat H

Encryption Certificate: I..::‘\‘r Doe :5500956932

_Choose... |
Choose... |

Encryption Algorithm: |3DES ﬂ
V¥ Send these certificates with signed messages

[ o

Cancel

Certificates and Algorithms

Signing Certificate; | Johm Doe 4464971771

Hash &lgarithm: I j

Choose. ..

Choose, .. |
| Ctoose.. |

Encryption Certificate: I Jiobn Doe 14464971771

Encryption &lgarithm | j

¥ Send these certificates with signed messages

Select Certificate H
Select the cerlificate you want to use.
lzzued b Intended Pu... | Friendly name | Expiration D1...

|zzued bo

None 7/10/05

Led | o
oK I Cancel | Wiew Certificate I
Select Certilicate = Bl 1 |

Sadech the canificate you want o use,

[Ssund bo ][ssu:r!l:ry | Inkended 2. |Fn|:r|:|ynm|e]Exp|-m
Elohnooe . Secuehet 3 Hane 11062004
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Cancel




28. Select the ‘details’ tab and check
the value of the Subject Alternative
Name field contains your email
address.

29. Select the ‘OK’ button to exit the
Certificate details and select the
‘OK’ button once you have selected
your certificate.

You are returned to the Change
Security Settings Window.

If you need assistance contact PKI
Technical Support on 1300 660 035.

30. Enable the option ‘Send these
certificates with signed
messages’ by selecting the
corresponding check box until a tick
appears.

31. Select the ‘OK’ button to save
settings and return to the Security
tab of the Options dialog box.

32. Select the ‘Apply’ button then
select the ‘OK’ button to return to
Outlook 2002 main window

Certificate

General Details | Certification F'athl Trust I

shov: | - |

Field | Value -]
E Public key RSA [1024 Bits)
@1.2. 36.75E7EEE7.10004 1604 3337 3438 3935 3635 3638
Subject Alernative Name  RFC822 Mame=iohn doeg@someemsil.c
Certificate Policies [1]Certificate Policy: Policyl dentifier=1 .Z.J

@ Subject Key |dentifier 4B06 4283 B1CC AB94
Ke_l,l Uzage Digital Signature(80)
EThumbprint algorithm shal

4 | LILI

RFCE22 Name= john.cos@someemail com

LCopy to File... |

Edit Froperties.... |

Change Security 5Settings 7]
Security Setting Preferences

Securiby Sektings Mame:

I = |

Secure Message Format: iS,n'MIME _ﬂ

™ Default Security Setting For this Secure Message Format

I | Defanl Sesiriby Sething For al serire messaaes
T Ej=(=r | Hasstrar,. |

Certificates and Algorithms

Signing Certificate: I Choose...

Encryption Certificate: I Choose, .,

HaEsh el aorithn: I ;I

Eqcrption s garthmg I d

l v Send these certificates with signed messages]

o]

Cancel

You have now created a new email account.

\/ You are now ready to send and receive Signed and Encrypted email
messages using HeSA certificates.




