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OUTLOOK 2000
CREATING AN ACCOUNT

Setting up a new e-mail account to use HeSA certificates

1. Open Outlook 2000.
You can do this by double clicking
the Microsoft Outlook icon with the
left mouse button.

2. If this is the first time you have run
Outlook you will be presented with
the Startup Window. Select ‘Next’

3. The E-mail Service Options Window
will be displayed. Select the
‘Internet Only’ radio button and
select the ‘Next’ button.

You can now skip to ‘Step 7’.

& Dutlook 2000 Startup

Outlook 2000 Startup

wielcome Eo the Outlook 2000 Startup wizard, which will guide you
through the process of configuring ©utlook 2000,
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E-mail Service Options

&
Optimize Gutlook to connect only to one or more Internet
Service Providers or E-mail Servers using Internet standards
for e-mail delivery (FOP3, SMTP, ar IMAP).

i Corparate or Workgroup

Configure Outlook ko connect to Micrasoft Exchange,
Microsaft Mail 3., 3rd-party e-mail services, or any
combinations of the above plus Internet e-mail.

" No E-mail

Do nok setup Outlook ko read e-mail; I do not use e-mail or T
use another program to read e-mail.
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4. Select Tools from the main menu e
then select Accounts.
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5. The Internet Accounts dialog box S

will be displayed. it |
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6. Select the Add button, then select
‘Mail...".
The Internet Connection Wizard
dialog box will be displayed.
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7. In the ‘Display name:’ field type Rt [
the Name you wish to appear on R
outgoing e-mail messages.

8. Select the ‘Next’ button to display
the Internet E-mail Address window.




9.

In the ‘E-mail address:’ field type
the e-mail address as provided by
your ISP or Network Administrator.

Note: This address needs to match the
email address registered on the HeSA
issued certificates.

10.

11.

12.

13.

14.

15.

Select the ‘Next’ button to display
the E-mail Server Names window.

In the ‘“Incoming mail (POP3 or
IMAP) server’ edit box type in the
name of the incoming e- mail server
provided by your ISP or Network
Administrator.

In the ‘Outgoing mail (SMTP)
server’ edit box type in the name
of the outgoing e-mail server
provided by your ISP or Network
Administrator.

Select the ‘Next’ button to display
the Internet Mail Logon window.

In the ‘Account Name’ edit box
type the e-mail server login name
for your email account.

In the ‘Password’ edit box type in
the corresponding password for the
above account name.

Note: Some e-mail servers require
Secure Password Authentication. If you
are not sure then do NOT select the
check box.

16. Select the ‘Next’ button.
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17. You may be prompted to establish
an Internet connection.
If you have not yet established an
Internet connection contact your ISP.
If you already have a connection set
up choose either ‘Connect using my
local area network (LAN)’ if you are
on a LAN or ‘I will establish my
internet connection manually’ if
you have a dial-up connection
configured.

18. Select the ‘Next’ button to display
the Congratulations window.

19. Select the ‘Finish’ button to return

to the Internet Accounts dialog box.

20. Highlight the Mail account you just
created and select the ‘Properties
button.
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21. In the Mail Account edit box
highlight the text and type ‘PKI
Secured’.

22. Select the ‘OK’ button to save
changes and return to the Internet
Accounts dialog box.

23. Select the ‘Close’ button to return
to Outlook 2000 main window.

24. Select ‘Tools’ from the main menu
then select ‘Options’. The Options
dialog box will then be displayed.
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25. Select the Security tab to display
certificate information.

26. In the Secure e-mail area of the
Security tab select the ‘Settings...’
button.

27. The Change Security Settings dialog
box will be displayed.

28. In the ‘Security Settings Name’ .
text box, type in ‘PKI Secured’. BiE stxuiad j

29. Enable the ‘Default Security
Setting for the Secure Message
Format’ and enable ‘Default
Security Setting for all secure
messages’ by selecting the box




30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

next to the options until a tick
appears.

Select the ‘Choose...’ button
adjacent to the Signing Certificate
field.

This will display available signing
certificates.

Select the ‘Issued by’ column
header to sort the list by issuer.

Scroll down the list until you locate
the issuer of 'SecureNet Health
OCA'.

Highlight the certificate with the
latest expiration date and select the
‘OK’ button to return to the
previous window.

Select the ‘Choose..." button
adjacent to the ‘Encrypting
Certificate’ field.

This will display available encryption
certificates.

Select the Issued by column header
to sort the list by issuer.

Scroll down the list until you locate
the issuer of 'SecureNet Health
OCA'.

Highlight the certificate with the
largest expiration date and select
the ‘OK’ button to return to the
previous window.

If it is not already present, use the
Drop-down list adjacent to the ‘Hash
Algorithm’ field and select ‘SHAL1’
from the list.

Enable the option ‘Send these
certificates with signed
messages’ by selecting the
corresponding check box until a tick
appears.

Select ‘OK’ button to save settings
and return to the Security tab of the
Options dialog box.
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Signing Certificate: [ John Doe ;3748956558 choose...
Hash Algorithm: |SHA1

Encryption Certificate: IJuhn Doe 13748956558

Encryption Algorithm: laDES

¥ Send these certificates with signed messages




41. Select the ‘Apply’ button then
select the ‘OK’ button to return to
the Outlook 2000 main window.

You have now created a new e-mail account.

\/ You are now ready to send and receive Signed and Encrypted email
messages using HeSA certificates.



