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Introduction

This guide demonstrates how to install a location certificate that will not prompt for a password each time a
log in is attempted, enabling access to limited functions within the Medicare Australia, Health Professional
Online Services (HPOS).

The following instructions will work with most Microsoft Windows 32 bit XP installs.

If you experience any problems, please call the eBusiness Service Centre on 1800 700 199**,

Location Certificate install
Important: If a password prompt is preferred for each log in to HPOS, please follow the user guide for
Installing a Location Certificate with a Password prompt to enable access to HPOS (XP).

To install the location certificate you will require local administrator access to your computer. If you do not
have administrator access, please discuss this with your system administrator.
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Step 1
Insert the CD you have received from eCertificates, into your CD/DVD drive.

The following screen will display.

@] Installation Instructions For PKI Certificate Manager - Microsoft Internet Explorer E]@
I
U

File  Edit Wiew Favorites Tools  Help

D ¥ B G P Jores @ - 1p B-

Address @ CACD Burn 2009PEI Certificate Managerindex, htm 2 a Go  Links
Goc |3|c Gl v|Go 4> ':,' Settings

-~

PKI Certificate Manager Installation Overview

Installation of the 'PKI Certificate Manager (v2.3.11) Is only required if you are using 3rd
party software such as a Practice Management billing software for online claiming.

Failure to install PKI Certificate Manager v2.3.11 is not critical to successfully installing
the certificates on the CD.

The documentation guide for the PKI Certificate Manager v2.3.11 can be found within this

Prerequisites:

1. any of Windows XP, Windows 2003, or Windows Yista 32-hit,
2. Local admin rights to you PC.

For a Mac version of the 'PKI Certificate Manager' please go to:
http /A, medicareaustralia.gov. auf/provider/vendors/pkifcert-manager. jsp

Clients who require further assistance from Medicare Australia, should call the eBusiness
Service Centre on 1800 700 199,

@ Done _J Iy Computer

Figure 1: Index html page

Close the above screen as this relates to installations allowing online claiming.

Go to Step 2.
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Step 2

Click Start at the bottom left of the screen and select Run.

The following screen will display.

-

rRun

- Type the name of a program, folder, document, ar
b Inkernet resource, and Windows will open it Far you,

Qpen: | [v]

Cancel H Browse, ., ]

Figure 2: Run

Type in ‘explorer’ and click OK.

-,

rRun E]

= Type the name of a program, Folder, document, or
5 Inkernet resource, and Windows will open it Far you,

QOpen: | explorer| [v]

[ (0] 4 H Cancel H Browse, ., ]

Figure 3: Run explorer
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Step 3

Click My Computer as shown in the following screenshot.

C? My Documents

Lok

File Edit Wiew Favarites Tools  Help

v

o Bal > .? /._-1' Search [[__ Folders

U

: Address iID My Docurments

Folders x . - " I_lh
E@' Deskbop |_A| —"J —‘J —‘J _—f

= i'rl_] My Diocuments | Downloads joe My eBooks Iy Music

|7 Downloads 3
5D jee j 2 .

|0 My eBooks )| .j}_)/ ___J ___J __J

i Ié My Misic Iy Wideos My WWebs PEI Software Safehet
ﬂ My Pictures

[ My videos :

) My Webs .—J

i {C5) PKI Software word

F-{7) SafeMet Documents

-3 Various PKI CM Yersions
[#-C7) Word Documents
L My Computer — [w]

BE

My Pictures

Various PKI
CM Wersions

Figure 4: My Computer

The following screen will display.

[ -
7 My Computer [;]
. Eile Edit Miew Favorites Tools  Help :,‘

i - ) | -.\ 4 -
: O Back. > .? P Search [[ Falders
- address | ' My Computer |v] G
anareq FEL DSUPPIT 5
_lfplders = Documents  Documents [tJ
@ pesheon ]
=8 My Documents Hard Disk Drives
FH2) Downloads A
3 jee 1 L
[+-13) My eBooks B | s
& 'é My Music Local Disk (C:)
@ & My Pictures
(2] i@ Iy Yideos S
"':' 'Ij My Webs Devices with Removable Storage
[#-4) PKI Software
F-17) Safenet \g
& |3 Warious PEI CM Yersions
[F-13) Word Documents 3% Floppy |
- o My Computer [ L) “

Figure 5: Windows Explorer CD Drive

Double click the CD/DVD drive as shown in the above screenshot.
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Step 4

The following screen will display.

=%

7 6556093893 (D:)
[

File Edit Wiew Favorites Tools  Help

@ Back ~ () .? /._.' Search ‘[E Falders

BE

Address ’\‘) o,
Folders > Files Currently on the CD
@ D_esktop
) My Documents __J Wﬁ S
= g My Computer 3 2
j _'y 5 pki-certificate- fac_encryp... Fac_sign.pl2 hic_encrypt...
I+ S WANATOLSECSSSS [y manager

1= (+) 6556093893 (D:)
[5) pki-certificate-manager

(2] _ﬁ Autormation on "&CT File Server 1 (anatfp0z) {G:) oo
x PO0155% on "ACT File Server 4 (Anatfp0s)’ (H:)
= Cdroms on '&CT File Server 4 (Anatfp0S)' {13
2%, E-busin on 'ACT File Server 4 (Anatfp0S)’ (1:)
;‘g Ecgw on 'ACT File Server 1 {Anatfp0z)' (ki)
3 Grsdp on 'ACT File Server 1 {Anatfpo2)' (L:)
x Gmspb on 'ACT File Server 1 {Anaktfp0z)' (M:)
._“‘"_,_; ITAppsSerw on "ACT File Server 3 (anatfpog) (M:)
3 Irarch on "ACT File Server 2 (anatfp03)° (O8]

%, Public on "ACT File Server 2 (Anatfp03)’ (P:)
3 Itedapps on 'ACT File Server 3 (anatfp04)’ (Gl
=%, Itsdprojoff on 'ACT File Server 3 (Anatfp04) (R:)
éﬁ Apps on 'ACT File Server 2 {Anatfp03Y {5:)
= Dadeswrl on 'ACT File Server 3 (Anatfp04)' (T:)
2% Bcb_projects on "ACT File Server 4 (Anatfp0s) (J:)
._“’_,,_; Smaccid on "ACT File Server 2 (Anatfp03) (v
= view an 'view' (W)
G’ Control Panel
_4 My Metwark Places
& Recycle Ein

hic_sign.crt trust.p1z

Figure 6: CD Content icon view

In order to see the full file names involved, switch the view to Details as shown in the following screenshot.

L?.' D:\ Q“
. ."t

: File Edit Miew Favorites  Tools  Help
@ Back s ._‘ﬁ‘ P Search ‘ = Fu:ulu:ler
: Address :\_} D Thumbinails IE] G0
g Tiles
= Fil L
..'.:.'?'l':.I?rs - L 'EE@ ® Jrons l"
If‘_’l jce j =
I My eBooks 3 '.'_,@
.d My Music L L — s
4 : pki-certificate- Fac_encryp... Fac_sign.pl2 E
lﬂ My Pictures pris =
ger
i@ My Yideos
FCT) My Webs E.___..,% Eo_e.,p. ;ﬁ
#-{3) PKI Software == — iﬁ
HT) Safefet hic_encrypt,..  hic_sign.crt krust.plZ
Iﬂ Various PEI CM Yersions |V| !V

Figure 7: Changing to details view
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The following screen will display.

Details view
#
D\ M=
© Eile Edit  Wiew Faworikes  Tools  Help :,'
i @ Back ~ (g .? P ) Search || Folders T
| Address I:_) Di |:| Lt
Falders = Marne Size | Type
R i) jce o |:| Files Currently on the CD
|5 My eBooks Wi ;
d My Music | A | |Z)pki-certificate-manager File: Folder
] - | Fac_encrypt.p12 SKE Personal Informatia, ..
i |,_1| Iy Pictures —
1 by videos gﬂfac_sign-plz 9KE Personal Informatio, ..
#-125) My Webs Edhic_encrypt.crt ZKB  Security Certificats
I2) PKI Software Edhic_sign.crt 2KB  Security Certificate
-7 Safemet trust.plZ 9KB Personal Informatia. ..
) various PKI CM Versions
I Word Documents
= i My Computer [s ][] 1 [

Figure 8: Content of CD details view
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Step 5

You will need to install two files. These are the encryption certificate and the signing certificate.

e fac_encrypt.pl2
e fac_sign.pl2.

Double click the fac_encrypt.p12 file as shown in the following screen.

=0

: File Edit  Wiew Favorites Tools  Help

Q@

F) Safemet

+|3) Various PET CM Versions
I2) Word Documents

= J Iy Computer

trust.p12

el

: @ Back ~ () ? P ) Search 'll Falders "
 Address €39 Doy | & s
Folders x Mame Size | Type
BN i) jce B .“' Files Currently on the CD
0 My eBooks
u__al My Music File Folder
dEll My Pictures AKE  Personal Informatia. .,
L My Yideos QKB Persanal Informatia, ..
105 My Webs Edhic_encrypt.ort ZKB Security Certificate
#-155) PEI Software Ehic_sign.crt 2KB  Security Certificate
AKE Personal Informatio. .,

Figure 9: Windows XP Content of CD
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Step 6

A Wizard will display.

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate brust
lists, and certificate revocation lists from your disk to a
certificate store,

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
wsed ko prokect data or to establish secure network,
connections, & cerkificake skare is the system area where
certificates are kept,

To conkinue, click Mext,

Figure 10: Certificate Import Wizard

To continue click Next.

Installing a location certificate to enable access to HPOS without prompting for a password at each log in
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Step 7

The path of the certificate is displayed in the next screen.

Certificate Import Wizard

File to Import
Specify the File wou want ko impork,

File name:

Diifac_encrypt.plz]

Mote: More than one certificate can be stored in a single File in the Following Formats:
Personal Information Exchange- PKCS #12 (. PFX,.P12)
Cryphographic Message Swntax Standard- PECS #7 Certificates (.P7E)

Microsoft Serialized Certificate Store (L S5T)

< Back ” Mext = l [ Cancel

Figure 11: File to import
To continue click Next.

Installing a location certificate to enable access to HPOS without prompting for a password at each log in
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Step 8
Certificate Import Wizard
Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

Ix:—:x:—:x:—:x:—:

[[]Enable strang private key protection. You will be prompted every time the
private key is used by an application if you enable this option,

[ ]Mark this key as expartable. This will allow you to back up or transport your
keys at 2 later time.

[ < Back ][ Mext = ][ Cancel

Figure 12: Certificate Import Wizard: Password

Enter the password supplied with your new certificate, key in the (PIC) passphrase.

To continue click Next.

Installing a location certificate to enable access to HPOS without prompting for a password at each log in
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Step 9

The following screen will display.

-

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or vou can specify a location for

(&) Automatically select the certificate store based on the type of certificate!

() Place all certificates in the following stare

—erkificate store;

[ < Back ][ Mext = ] [ Cancel

Figure 13: Certificate Import Wizard: Setting certificate location

Leave the settings as they are displayed in Figure 13.

To continue click Next.
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Step 10

The following screen will display.

-

Certificate Import Wizard

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard,

You have spedfied the following settings:
Certificate Store Selected  Automatically determined by 1

Content PEX
File Mame D:\Margot Lightfoot aihc346 €
< >

[ < Back “ Finish I [ Cancel

Figure 14: Certificate Import Wizard: Completing the Certificate Import Wizard

To continue click Finish.

The following message will display.

-

Certificate Import Wizard

Ll
\]:) The import was successful,

Figure 15: Certificate Import Wizard: Import successful

Click OK to finish.

Installing a location certificate to enable access to HPOS without prompting for a password at each log in
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Step 11

Repeat Steps 5 to 10 for the signing certificate
e fac_sign.pl2.

Once both files have been installed go to step 12.

Installing a location certificate to enable access to HPOS without prompting for a password at each log in
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Step 12

You will now need to ensure you have the correct Chain of Trust installed for the Medicare Australia issued
certificates.

Double click trust.p12 from the CD as shown in step 5.

A Wizard will display.

Certificate Import Wizard

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate trusk
list=, and certificate revocation lisks From your disk to &
certificate store,

& certificate, which is issued by a certificakion autharity, is
a confirmation of wour identity and contains information
used ko proktect data or to establish secure networlk:
conneckions, & certificate store is the system area where
certificates are kept,

To conkinue, click Mext,

1 [ Cancel

Figure 16: Certificate Import Wizard

To continue click Next.

Installing a location certificate to enable access to HPOS without prompting for a password at each log in -15-
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Step 13

The path of the certificate will be displayed in the next screen.

Certificate lmport Wizard

File to Inmporkt
Specify the File wou wank to import,

File name:

ot o1

Mote: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PECS #12 (.PFX, .P12)
Cryptographic Message Svnkax Standard- PKCS #7 Certificates (. P7B)
Microsaoft Serialized Certificate Store (LS55T)

[ = Back “ Mext = ] [ Cancel

]

Figure 17: File to import

To continue click Next.
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Electronically controlled document — printed copies are Uncontrolled

-16-



Medicare Australia

Step 14

The following screen will display.
Certificate Import Wizard

Password
To maintain security, the private key was protected with a password.

Type the password for the private key.

Pazzword:

]

Enable strong priva v protection. You will be prompted every time the
Enable str te ke tection. ¥ ill b ted time th
private key is used by an application if you enable this option,

[ IMark this key as exportable. This will allow you to back up or transport your
keys at 3 later time.

[ < Back ][ Mext = J [ Cancel

Figure 18: Certificate Import Wizard: Entering Password

Important: key in the following password ‘Pass-123’ (the ‘P’ is in upper case).

See Figure 4 below.

Certificate Import Wizard

Password
To maintain security, the private key was protected with a password.

Type the password For the private kew.,

Password:
|********

[C]Enable strong private key protection. ¥ou will be prompted every time the
private kew is used by an application if wou enable this option,

[IMark this key as exportable, This will allow wou ta back up or transpart your
keys at alater time.

< Back ” Mexk = l [ Cancel

Figure 19: Enter Password

To continue click Next.
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Step 15

The following screen will display.

-

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or wou can specify a location For

(#)ipukomatically select the certificate store based on the kvpe of certificake!

() Place all certificates in the Following store

[ < Back ” Mext = ] [ Cancel

Figure 20: Certificate Store location
To continue click Next.
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Step 16

The following screen will display.

Certificate lmport Wizard

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard,

You hawve specified the Following settings:
Certificate Store Selected  Aukomakically determined by b

Conkenk PFX

File Marme Dbrust.pl2

< >
[ < Back ” Finish ] [ Cancel

Figure 21: Complete install screen dump

To continue click Finish.

The following message will display.

Certificate Import Wizard

Ll
\1,4) The import was successful,

Figure 22: Certificate Import Wizard: Import successful

Click OK to complete the installation.
You have successfully completed installing all components of the location certificate.

Important: each computer that needs to access the HPOS page will need the certificate installed on that
local machine.

If you continue to experience problems you can refer to our Trouble Shooting Guide or contact our
eBusiness service centre on 1800 700 199** for further assistance

** Call charges apply from mobile and pay phones only,
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