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Introduction

This document contains instructions for verifying that your browser (Internet Explorer) has
been correctly configured with site/location certificates or individual certificates, to enable
access to the HPOS web application using a PKI login.

If after following these instructions, you are still unable to connect to the HPOS web
application using a PKI login, please report this to the eBusiness Service Centre on 1800
700 199.

If you are using an ikey or smartcard, please ensure this token is plugged in to your
personal computer.
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Step 1

Windows XP

To check if your Internet Explorer (IE) browser is setup correctly:
Run IE by clicking on Start > All Programs > Internet Explorer

For classic Windows click on Start > Programs > Internet Explorer

é

Figure 1: Internet Explorer icon

Or double click the Internet Explorer icon as shown above on your Desktop.
Go to Step 2

Vista

All Programs

lStﬂr: Search

_.-"'-\——.
e e Tl T

Figure 2 Internet Explorer

Double click on the Internet Explorer icon on the quick launch bar as seen in the above
screenshot, or click on Start > All Programs > Internet Explorer

Go to Step 2
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Step 2

Internet Explorer should launch on your computer with your selected homepage (the
Medicare home page is displayed as an example only)

@ Medicare Australia - Microsoft Internet Explorer [._”E]m

Eile Edit Wiew Favaorites  Tools  Help

. Mail and Mews 3 i ~ =
) £3 =~ i £ ) & -
v Back \_,) * Pop-up Blacker 3 “?,\{' Favarices Q D_’_i (S5
Manage Add-ons... = i =
. i v
Address | @ http:fwwiw, medica synchronize... | Go Links

Google G+ windows Lpdate M Go 7 () Settings~
T, AAUSI o

Sun Java Console Search this site|

4 g5 Mediea
Inkernet Options.. .

Home About Medicare Australia For individuals and families For health professionals
OIS ‘e'come to Medicare

» Budget information 2008-10 Australia @ Locon

* Careers

® Claiming aptions far

medical practices <& Mo logon? Register here

* Find us In Online Services, you can:
" Media » Request a replacement of duplicate
» Medicare forms—individuals Medicare card

and families = Register and update your hank

account details

v

Medicare forms—
professionals

N N Delivering health and payment programs
* Provider percentile charts ‘ ! . . ’
to Australians = ievw your Medicare claims histary

» Crocial accictanca {previous 12 months) M
Enables you ko change settings. ”

&

Figure 3: Selecting Internet Options

* Update vour personal details

2:58 PM
| Friday

Click on the Tools selection in the menu bar and select Internet Options as shown above.

Checking that your computer is HPOS ready Version 1.0 -3- Last Saved 5/08/2009 9:33 AM
Electronically controlled document — printed copies are Uncontrolled



Step 3
The following screen will display:

[

Internet Options

General | 5ecurity F'rivau:_l,l Connections || Programs || Advanced

Home page
% 'ou can change which page to use for your home page.

Address: htkp: /v, medicareaustralia.gov, au)

: Use Current 4 [ Llge Default ] [ Usge Blank ]

Temporary |nternet filez

o Pages you view on the Intermet are stared in a special folder
@& Y for quick viewing later.

[Delete I:::u:uk_ies...] [ Delete Files... ] [ Settings...

Higbary

The Histaory folder containg links to pages you've visited, for
quick access to recently viewed pages.

Davs bo keep pages in histor: 20 : Clear Higtary

[ Colors... ] [ Fonts... ] [ Languages. .. ] [.-’-‘-.u:u:gssibility...]

[ k. ][ Cancel H Apply

)

Figure 4 Internet Options

Click on the Content tab as shown above.
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Step 4
The following screen will display:

[

Internet Options

General | Securty | Privacy | Content | Connections | Programs | Advanced

Content Advizor

R atings help you control the Internet content that can be
m’ wigwed on this cornputer.

Enable...

Certificates
% |ze certifizates to positively identify yourself, certification
@ authorities, and publishers.

[ Clear 551 State ]({/Eertificates... ] h Publizhers... ]

Perzonal infarmation

n AutoComplete stores previous entries sutoComplete
and sugaests matches for pou. =

Min::rn:nsn:nft_F'n:nfiIe .-’f-.ssistant ghares powr My Prafile...
perzanal infarmation.

[ k. ][ Cancel H Apply

)

Figure 5: Content tab

Click on the Certificates... button area as shown above.
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Step 5

If you have installed your individual certificates correctly, you will be able to see your own

certificate under the Personal tab as shown in the following screenshot.

Certificates
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Certificate intended purposes
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Ff04i2013
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Figure 6: Individual certificates

If you have installed your site/location certificates correctly, you will be able to see your

own certificates under the Personal tab as circled in red in Figure 7.

Certificates
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Issued By

3=
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Certificate intended purposes
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Figure 7: Location certificate
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If you have located your certificates under the Personal tab go to Step 6.

If you could not locate your certificates, please refer to the appropriate installation guide
for your computer and reinstall your certificates.

Important: Individual certificates must be plugged in to your computer.
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Step 6
Make sure the Medicare Australia chain of trust is in place.

-

Certificates

[zl ™

Inkended purpose:

| Intermediate Certification Authorities (Jrusted Root Certification Authorities

Issued To Issued By

Expiratio,.. | Friendly Marme |

| Elapa.ECOMRoot C& ABA.ECOM Root CA 10/07/2009  DST (ABA.ECOM.., —
Eautoridad Certifica...  Autoridad Certificador. . 29/06/2009  Autoridad Certifi. .
[Eautoridad Certifica...  Autoridad Certificador. . 30f06f2009  Ackoridad Certifi .
[Elealtimare EZ by DT Balkimore EZ by DST 41072009 DST (Baltimore E. ..
Belgan:n:nm E-Trust P... Belgacor E-Trust Prim...  21j/01/2010 Belgacom E-Trus...
E=dcaaw HKT SecureM...  CaMW HET SecureMet ... 16/10/2009 O HET Secure. ..
C&'-.-'-.-' HET Securehl...  CaMW HET Securebet ... 16/10/2009 W HET Secure. ..
C&'-.-'-.-' HET Securehl... CaMW HET SecureMet .., 16/10/2010  OW HET Secure. ..

C&'-.-'-.-' HET SecureM,.,  CaM HKT SecureMet .., 16/10/2009 W HKT Secure. ., w I

Certificate intended purposes

Close

Figure 8: Trusted Root Certification Authorities

Click on the Trusted Root Certification Authorities tab as shown above.
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Step 7

Trusted Root certificate authorities

Scroll down using the scroll bar on the right (circled), until you find the Medicare Australia
Root Certification Authority entry as shown in the following screenshot.

rII:E rtificates 1

Intended purpose:; <hll= e |

Intermediate Cettification Authorities | Trusted Raot Certification Authorities | Trusted Publl £ 1 *

Issued To Issued By Friendly Mame |||
-http:,l',l'www.valin:ert.n:-:nm,l' Rkkpef v walicerk,c, .. 260612079 ValiCerk Class 2 |

IF'S SERVIDORES DORES 3001272009  IPS SERVIDORES
edicare Auskralia Fook... Medicare Australia Ro...  10/07/2028 edicare austr@

=l

E=lmicreseftauthenticode. .. Microsoft Authenticod Microsoft Auth
EdMicrasaft Root Authority  Microsoft Rook Aothaority 317122020 Microsoft Rook
EMicrosaft Root Certifica...  Microsoft Root Certifi. .. 10/05/2021  Microsoft ook
EnetLock Expressz (Clas,., MetLock Expressz (Cla,., Z21/02/2019 MNetLock Express,
E=dretLack Kozjegyzoi (Cla... MetLock Koziegyzoi (C.., 20002/2019 MNetlock Ku:uzjeg';.f.;'v

il

[ Import. .. ][ Export. .. ][ Remove ] Advanced...

Certificate intended purposes

>
Secure Email, Server Authentication

Close

Figure 9: Medicare Australia Root Certification Authority

If you have the Medicare Australia Root Certification Authority, please check that the
Expiration date seen as Expiratio... is ‘10/07/2026’ as shown above.

If you do not have the Medicare Australia Root Certification Authority, please take note of
this and go to Step 8.

If you do have the Medicare Australia Root Certification Authority go to Step 8.
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Step 8

Intermediate certificate authorities

Click on the Intermediate Certification Authorities tab, you should then see the Medicare
Australia Organisation Certificate Authority as shown in the following screenshot.

-

Certificates

Inkend : Ly
Intermediate Certification Autharities’ | Trusted Root Certification Authorities | Trusted Publl % 1 * _

Issued To Issued By Friendly Mame ||

[=1alabalsign Root CA Raok SGC Autharity Z3/01/2014  <Mane>
EGTE CyberTrust Roo Pook SEC-Authorky 022006 <Mone= .

Medicare Australia Organi... Medicare Australia Ro...  10/07/2016  medicare austr.]
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Figure 10: Intermediate Certification Authorities

If you have the Medicare Australia Organisation Certification Authority, please check that

the Expiration Date seen as Expiratio... is ‘10/07/2016’ as shown above.

If the certificates were not present in step 7 or step 8, you will need to install the Chain of

trust certificates. To install the trust certificates for:

* Windows XP—go to the XP version of Installing a location certificate to enable access

to HPOS without prompting for a password at each log in Step 12.

* Windows Vista—go to the Vista version of Installing a location certificate to enable
access to HPOS without prompting for a password at each log in Step 13

If the certificates were present or you continue to experience problems please contact the

eBusiness service centre on 1800 700 199**

** Call charges apply from mobile and pay phones only.
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Appendix A

If you are having problems seeing the entire Issued To name, for example, Medicare
Australia... click and hold the vertical bar between Issued To and Issued By as shown in
the following screenshot and move to your right until you see the entire name.

e
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Figure 11 : Problem seeing the full name of Issue To
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Figure 12: Moving vertical bar to the right
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