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Introduction

This manual contains instructions to setup location certificates for Firefox on Mac OSX
10.4 and 10.5.

This manual assumes end users already have Firefox on their computer.

If you use another browser on your Mac, you may need to download Firefox from the
web and install. Firefox fully supports PKI certificates.

Installing a location certificate on a Mac OS X, to enable access to HPOS using Firefox Version 1.0 -1- Last Saved 5/08/2009 9:54 AM
Electronically controlled document — printed copies are Uncontrolled



Step 1
Place the CD containing your location certificate into your Mac CD Drive.

Launch Firefox.

Click Firefox menu item, and select preferences as shown in Figure 1
® 008 File Edit View History Bookmarks Tools Window Help

About Mozilla Firefox :

Preferences... %,
Services

Hide Firefox
Hide Others
Show A

Quit Firefox

Figure 1: Selecting Preference

The following screen will display.

a0 n Main =7
ol - A B e
Startup
When Firefox starts:  Show my home page | ¢<]

Home Page: http://en-US.start2. mozilla.com/firefox?client=firefox-a&rls=org.mozill

("Use Current P‘agej] ("Use Bookmark ) [ Restore to Default )

Downlcads

[ Show the Downloads window when downloading a file

1 Close it when all downloads are finished

S save files ta[&] Desktop [ Choose... |

SAlways ask me where to save files
Add-ons

Change preferences for your add-ons NarEGEAT
IJM'

Figure 2: Main screen
Click Advanced.

Installing a location certificate on a Mac OS X, to enable access to HPOS using Firefox Version 1.0 ~ -2- Last Saved 5/08/2009 9:54 AM
Electronically controlled document — printed copies are Uncontrolled



The following screen will display.

[ General “ Network ] UpdaM

Protocols

™ Use SSL 3.0 ™ Use TLS 1.0

Certificates

When a server requests my personal certificate:
() Select one automatically ® Ask me every time

<(View Certificates ) [ Revocation Lists ) ( Validation )

@

Figure 3 Advanced/Encryption screen

Click on the Encryption tab then click View Certificates.

Go to Step 2.
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Step 2
The following screen will display.

000

Certificate Manager

Your Certificates eaple | Servers ' Authorities ” Others ]

You have certificates from these organizations that identify you:

Certificate Mame Security Device Serial Number Expires On

View... Backup... Backup All | Delete...

A

Figure 4: Device Manage

Click Your Certificates and then click Import.

The following screen will display.

EOuO File Name to Restore
(<> ] (82 =|m] &b W (Q search
¥ DEVICES lr ™ arch_tool -r
___h leopard ™ BuildFilter
| Macinto. .. M changes

M clonehdrs
|'?_| B55.. . & | fastcp
_ B frameworkFlags

¥ PLACES [ gec .
B Deskeop M genclasspath
£} CSETS [ i686-apple-darwing
7 Applicati... ||| @ libgmalloc.B.dylib
7 Documents ||| # |ihgmalloc.dylib -
[2] Untitled ... . & libMallocDebug.A.dylib
[&] Untitled ... | M mergelnfo %
. - v
- MEDIA 'l : oll‘.llt?LlstTool A
fj Music
[l Hide extension Cancel | Open

Figure 5: File Name to Restore

Click on the CD Device under Devices as circled in Red in Figure 5.
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Step 3
The following screen will display.

§ & e File Name to Restore
[« » |22 =|m] =) 6556093893 B (Q search
¥ DEVICES encrvpt.plz T
| leopard ] Tar_sigmp
| Macinto. ||| [ ] hic_encrypt.crt -—
[ hic_sign.crt
cce el pki-certifi...-manager
|:| trust.pl2
¥ PLACES
4 Desktop e
i CSETS -
ﬁﬁpplicati... Name I;ac_encr'.rpt.pl
@ Documents Size 10 KB
(2] untitled ... 'y Kind personal b
(i3] Untitled ... information &
. exchange file ¥
¥ MEDIA = Il Created - Il
A Music b

"1 Hide extension " Cancel @
2

Figure 6: fac_encrypt.p12

You will need to install two files. These are the encryption certificate and signing
certificate.

e fac_encrypt.pl2
e fac_sign.pl2.

Select fac_encrypt.pl12, and click Open

Go to Step 4.
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Step 4

Important: this screen allows you to select your own password for future use. It
is not the PIC pass phrase that came with the certificate.

It is not mandatory to enter a password at this step. Once entered your system
will prompt for this password each time you access the certificate when you log in
to HPOS.

Click OK to pass to the next screen or enter the chosen password.

Security Device:  Software Security Device

Current password: /not set)

Mew password: |

Mew password (again):

Password quality meter

f Cancel \I E—BH

Figure 7: Password security

If you do wish to enter a password each time you log in to HPOS
Choose a friendly password and key it in the New password field.
Re-enter your password in the New password (again) field.

To continue click OK.

Important: Please memorise this password as you will be prompted for this
each time you use the certificate to log on to HPOS.

If you choose not to enter a password and later decide you require one, you will
need to contact Medicare Australia eBusiness Service Centre for assistance on
1800 700 199**,
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The following screen will appear if you decided not to use a password.

[JavaScript Application]

Warning! You have decided not to use a Master
Password. Your stored web and email passwords, form
data, and private keys will not be protected.

ok )

Figure 8: Password not set Warning message.
To continue click Ok.

Go to Step 5.
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Step 5

The following screen will display.

Please enter the password that was used to encrypt this
certificate backup.

Password:

Figure 9: Site Certificate Password

Enter your site certificate password into the ‘Password’ field.

Important: The site certificate password is the PIC passphrase you received
under separate cover when you received your Site certificate CD.

To continue Click OK.

The following screen will display

Alert
' Successfully restored your security certificate(s) and
] private key(s).
Figure 10: Message to say successful
To continue click OK.
Go to Step 6.
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Step 6

You will be returned back to the Certificate Manager screen as shown below.

Ao Certificate Manager —}

eople | Servers T Authorities | Others I

Your Certificates ‘

You have certificates from these organizations that identify you:

Certificate Name Security Device Serial Number Expires On o
¥ GOV
Kevin K Wong :65... Software Security Device 01:34:1C 31/3/14
Py ——
Backup Backup Al { Import.. ) Delete
—oer—

Figure 11: Encryption certificate in Firefox crypto store

Check your site certificate is located within Your Certificates tab.

Important: If the certificate you installed is not present, contact Medicare
Australia eBusiness Service Centre for assistance on 1800 700 199**.

Repeat steps 3-6 to install the fac_sign.p12 signing certificate

Successfully installing both certificates will show two entries in the Your
certificate’ tab.

Once both files have been installed go to Step 7.
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Step 7

To install the Medicare Australia Chain of Trust repeat steps 3 to 5 to install the
trust.p12 certificate.

Once installed click on the Authorities tab and scroll down to G for GOV and the
screen below will be displayed.

800 Certificate Manager =

( Your Certificates l.[ People | Sendars !ﬁuthmitier. y Others |

You have certificates on file that identify these certificate authorities:

Certificate Name Security !jevice B
ClobalSign Root CA Builtin Object Token r

v GOV
Medicare Australia Root Certification Authority Software Security Device m
Medicare Australia Organisation Certification Authority Software Security Device

¥ Covernment Root Certification Authority
Taiwan GRCA Builtin Object Token

¥ CTE Corporation
CTE CyberTrust Root Builtin Object Token

"‘..-'-ew ' . Eaur . Import.. 'Expor:" . m[‘séléte.

—ox—)

P

Figure 12: Medicare Australia Train of Trust

You have successfully completed installing all components of the location
certificate.

Important: Each computer that needs to access the HPOS page will need the
certificate installed on that local machine.

If you continue to experience problems you can refer to our Trouble Shooting
Guide or contact our eBusiness service centre on 1800 700 199** for further
assistance.

** Call charges apply from mobile and pay phones only.
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