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Introduction

This guide demonstrates how to install a Location Certificate protected with a password
to the Microsoft crypto store, to enable access to the Medicare Australia Health
Professional Online Services (HPOS).

The following instructions will work with most Microsoft Vista installs.

If you experience any problems please call eBusiness Service Centre on 1800 700 199.

Location certificates install

Important: if you do not.want a prompt for a password when using location certificates
to enter HPOS then please follow the User Guide Installing a location certificate to
enable access to HPOS without prompting for password at each log in (Vista).

To install the location certificates you will require local administration to your computer.
If you do not have administration access, please discuss this with your system
administrator.
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Step 1

Insert the CD you have received from eCertificates, into your CD/DVD drive.

The following screen will display.

@] Installation Instructions For PKI Certificate Manager - Microsoft Internet Explorer E]@
File Edit Wiew Favorites Tools Help ;‘}'

> J Iﬂ ﬂ ;‘J /.- ) Search ;} Favarites {E‘! = E ©
Address @C:\,CD Burn 2009PKI Certificate Manageriinds:, htm [ aGo Links **
Google |G+ [v]@ > () settingsw

~
PKI Certificate Manager Installation Overview

Installation of the 'PKI Certificate Manager (v2.3.11) is only required if yvou are using 3rd

party software such as a Practice Management billing software for online claiming.

Failure to install PKI Certificate Manager v2.3.11 is not critical to successfully installing

the certificates on the CD.

The documentation guide for the PKI Certificate Manager v2.3.11 can be found within this

Co.

Prerequisites:

1. Any of Windows XP, Windows 2003, or Windows Vista 32-bit.
2. Local admin rights to you PC.

For a Mac version of the 'PKI Certificate Manager' please go to;

http/fwww medicareaustralia.gov. au/provider/vendors/pki/cert-manager. jsp

Clients who require further assistance from Medicare Australia, should call the eBusiness

Service Centre on 1800 700 199, |

—

@;‘]Done ) My Computer

Figure 1: Index html page

Close the above screen as this relates to installations allowing online claiming.

Go to step 2.
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Step 2

Click Start at the bottom left of the screen.

Internet
" Mozilla Firefox

Ty || E-mail Kevin
= | Microsoft Office Outlook

: . E
Yess Optus Wireless Broadband oCumen

Pictures

|.‘|I Welcome Center
Music

E‘ 5L Server Configuration Manager
Recent Itemns

E:% SafeNet Token Utilities

Computer

| s Token M t
w oken Managemen i

H.‘j] Windows Mail Connect To

E ! ﬂ Windows Contacts Control Panel

%1 Backup Status and Configuration Default Programs

@H Windows Media Player Help and Support

? Small Business Resources

»  All Programs

.
Figure 2: Vista start button

In Start Search type in ‘run’.
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Step 3
The following screen will display.
Programs
15/ Run
Kevin
Documents
Pictures
Music
Recent ltems
Computer
Metwork
Connect To
Control Panel
Default Programs

Help and Support

;;' Search Everywhere

;3' Search the Internet

Figure 3: Type in run

Type in ‘run,” and hit Enter on your keyboard to execute the program ‘Run’.

Step 4
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The following screen will display.

= Run ﬁ

= Typethe name of a program, folder, document, or Internet
rescurce, and Windows will open it for you,

Open: explore -

F [ ok || cancel || Browse.

Figure 4: Run explorer

Type in ‘explorer’ and click OK.

The following screen will display.

=X
L

@ Bum

Name Datemodfied  Type Size Tags
Updatess B3 .. FileFolder

[ Documents
B Pictures
B Music

More »

Folders v
418 Desktop
4 Kevin
B Contacts
1 Desktop
4[] Documents
Updaters
1 Downloads
I Favorites
B links
I Music
B Pictures
I Seved Games
IR Searches
1B Videos
Public
18 Computer
D Network
[ control Panel
& Recyele Bin

| 1 item
iy R

Figure 5: Vista Windows Explorer
Click on Computer as shown above.
Step 5

Installing location certificates with a password prompt to enable access to HPOS - Vista Version 1.0 -5-  Last Saved
Electronically controlled document — printed copies are Uncontrolled




Medicare Australia

The following screen will display.

Mame Type ‘ Total Size Free Space
Hard Disk Drives (1)

Favorite Links

El Documents
E| Pictures . SW_Preload (C:)

I3 Music B free of 67.8 GB

More ices with Removable Storage

Folders DVD/CD-RW Drive (E:)

6556093893
. Updater5 W i

m Downloads
I E Favorites
I Links
E‘ Music
El Pictures
m Saved Games
B E Searches
‘ Videos
> g Public
L] Computer
> E‘? Metwork
[ E Control Panel

5] Recycle Bin

=

_ PKIVISTA Workgroup: WORKGROUP
I|| Common Services - Vista Test Machine  Procezzor Intel(R) Core(TM)2 Due CPU T7300 @ 2.00GHz
| Memory: 1.00 GB

Figure 6: Vista Windows Explorer CD drive

Double click the CD/DVD drive in the right panel as shown above.

Step 6
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The following screen will display.

5 Computer » DID/CO-R D 655055853 » <l | E— S|

sc @

Mame Size Type = Date modified Location
File Folder (1)

Favaorite Links

[E Documents
E| Pictures " pki-certificate-manager
E Music L File Folder

More »» on Tt Erchenge (3)

Folders [ | fac_encrypt
Undater5 Pl Personal Information Exchad.
g Lpdater. 2 KD

n Downloads 1 .
) i | fac_sign

E Favorites “WP L Personal Information Excha...

I Links —ﬁ@ 8.38 KB

Q Music [ | trust

EI Pictures [ L personal Information Excha..
n Saved Games —Q@ 872KB
E Searches o|| Security Certificate (2)
‘ lid=os | hic_encrypt
1. Public i | Security Certificate
L) Computer - 4134 KB
ﬁ SW_Preload (C:) hic_sign
TOSHIBA (D:) | Security Certificate
@ . o i ELLS
&% DVD/CD-RW Drive (E:) 6556093893
@ Metwork

ﬁ 6 items

igure 7: Windows Vista Content of CD

You will need to install two files. These are the encryption certificate and signing
certificate.

e fac_encrypt.pl2
e fac_sign.pl2

Double click fac_encrypt.p12 as shown in the above screen.
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Step 7

A Wizard will appear.

Certificate Import Wizard ﬁ

Welcome to the Certificate Import
Wizard

]

P | This wizard helps you copy certificates, certificate trust

f = g_, lists, and certificate revocation lists from your disk to a
- certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, didk Mext,

Figure 8: Certificate Import Wizard

To continue click Next.
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Step 8

The path of the file selected is displayed in the next screen.

Certificate Import Wizard ﬁ

File to Import
Spedfy the file you want to impaort,

File name:

Ty¥pL.D Browse...

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS £12 (PFX,.P12)
Cryptographic Message Syntax Standard- PECS #7 Certificates ((P7E)

Microsoft Serialized Certificate Store ((S5T)

Learn mare about certificate file formats

< Back ][ Mext = ][ Cancel

Figure 9: File to import

To continue click Next.
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Electronically controlled document — printed copies are Uncontrolled



Medicare Australia

Step 9

The following screen will display.

Ertiﬁcaie Impart Wizard ; E ‘

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

\

Password:

£nable strong private key protection. You will be prompted every time the
ivate key is used by an application if you enable this option,

[] Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Include all extended properties.

" Learn more about protecting private keys

l < Back ][ Mext = ][ Cancel

Figure 10: Windows Vista password prompt

Enter the password supplied with your new certificate, key in the (PIC) passphrase.
Tick the Enable strong private key protection box.
To continue click Next.

Installing location certificates with a password prompt to enable access to HPOS - Vista Version 1.0 -10-  Last Saved
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Step 10
The following screen will display.

Certificate Import Wizard @

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

@ putomatically select the certificate store based on the type of certificate;

(7 Place all certificates in the following store

m
a
I
m

Learn mare about certificate stores

[ < Back ][ Mext = ][ Cancel

Figure 11: Certificate Import Wizard: Certificate Store

Leave the setting as they appear in Figure 11.

To continue click Next.

Step 11
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The following screen will display.

d |
Certificate Import Wizard Lﬁ

Completing the Certificate Import
Wizard

\/’; z I The certificate will be imported after you dick Finish.
—a

You have spedfied the following settings:

e e =t R ST =l Automatically determined by t

Content PFX
File Mame E:\fac_encrypt.pl2

< 1 3

[ <= Back ][ Finish ] [ Cancel ]

Figure 12: Certificate Import Wizard: Completing the Certificate Import Wizard

To continue click Finish.

Step 12
The following screen appears and will allow you to set the security level with your
password.

Importing a new private exchange key ﬂ

An application is creating a Protected tem.

CryptoAP| Private Key

Security level set to Medium [ Set Security Level... ]

| 0K || Cancel || Detais.. |

Figure 13: Importing a new private exchange key

To continue click Set Security Level.

Step 13
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The following screen will display.

F

Importing a new private exchange key ﬁ

Choose a securty level appropriate for this tem.

tem is to be used.

(71 Medium
Request my pemission when this tem is to be used.

< Back [ Mext = ][ Cancel ]

Figure 14: Importing a new private exchange key: choose a security level

Select the ‘High'’ radio button

To continue click Next.

Installing location certificates with a password prompt to enable access to HPOS - Vista Version 1.0 -13-  Last Saved
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Step 14

The following screen will display.

Imperting a new private exchange key ﬁ

Create a password to protect this tem.

Create a new password for this item.

Password for: CryptoAP| Private Key
Password: |
Corfirm:
| | <Back || Fnish | | Cancel |

Figure 15: Importing a new private exchange key: Create password
This screen allows you to select your own password for future use. It is not the PIC pass
phrase that came with the certificate.

Important. Please memorise this password as you will be prompted for this each time
you use the certificate to log on to HPOS.

Choose a friendly password and key it in the password field.
Re-enter your password in the confirm field.

To continue click Finish.

Installing location certificates with a password prompt to enable access to HPOS - Vista Version 1.0 -14-  Last Saved
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The following screen will appear.

r

Importing a new private exchange key ﬁ

An application is creating a Protected item.

CryptoAP| Private Key

Security level set to High [ Set Security Lewvel...

J

| oKk || cancel || Detais..

]

Figure 16: Security level set to High

To continue click OK.
Step 15

The following screen will appear.

Certificate Import Wizard ﬁ

| The import was successful.

0K

Figure 17: Certificate Import Wizard: Import successful

Click OK to finish.
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Step 16

Repeat steps 5 - 15 to install fac_sign.pl2 signing certificate.

Important: At step 9, key the same PIC password as was keyed for fac_encrypt.p12 (It
came with the certificate). At step 14, key the same friendly password you chose with
the fac_encrypt.p12.

You have now installed the private keys of your location certificate.

Once both files have been installed go to step 17.

Installing location certificates with a password prompt to enable access to HPOS - Vista Version 1.0 -16-  Last Saved
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Step 17
Installing Chain of Trust certificates for Vista

Go to the Certificates Australia website www.certificates-australia.com.au and locate
the two certificates listed below under Quick Links.

e Root CA Certificate (under the Quick Links — Medicare Australia PKI)
e OCA Certificate (under the Quick Links — Medicare Australia PKI)

Guick Links

+ Certificate Search
Healthcare Directory

» [ledicare Australia PKI
Root CA Certificate
Root CA CRL
OCA Certificate
OCA CRL
Documentation

Figure 18: Verizon Website Menu links

Click the Root CA Certificate then choose save, to the Desktop or appropriate. folder.
Click the OCA Certificate then choose save to the Desktop or appropriate folder.

The certificates are now ready to import into the Microsoft Management Console.

Installing location certificates with a password prompt to enable access to HPOS - Vista Version 1.0 -17-
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Step 18
Click on the Start button as shown in the following screenshot.

All Programs
F.‘mt Search
Figure 19: Vista Start button

In the search field enter ‘mmc’ (Microsoft Management Console) as shown in the
following screenshot.

S - |
e | e =] " Untitled - Paint
Figure 20: mmc in Start search

To continue hit Enter on your keyboard.
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Electronically controlled document — printed copies are Uncontrolled



Medicare Australia

Step 19
A User Account Control dialog box will appear.
To continue click Continue.

The following screenshot will be displayed.

= Consolel - [Console R

ﬁ Eile  Action VYiew Favorites Window Help

&= |E =z HE

| Console Root Mame

) ) o Conzole Root
There are no items to show in this view.

More Act... »

e .

Figurel: Consolel screen shot.

From the Consolel screen click File and then select Add/Remove Snap-in from the drop-
down menu as shown in the following screen shot.

File | JAction View Favorites Window Help

Mew Ctrl+ M I—
= Open... Ctrl+ 0
Save Ctrl+5

Save As.., e

Add/Rernove Snap-in... Ctrl+M

Options.

1 =services
2 certmgr

3 mycertificateconsole

Exit

Figure 22: Console add/Remove Snap-in

Installing location certificates with a password prompt to enable access to HPOS - Vista Version 1.0 -19-  Last Saved
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Step 20
The following screen will display.
er or Remove Snap-ins -7 - ﬁ

You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n vendor o [ console Root Edit Extensions. ..
dﬁ MET Framework 1.1... Microsoft Cor... REmove
Microsoft Cor... =
Microsoft Cor,.. |=
i Microsoft Cor... Move Up
1 2 i Microsoft Cor...
;é' Computer Managem... Microsoft Cor... | Move Dawn
gk Device Manager Microsoft Cor... <¥_/
=¥ Disk Management Microsoft and. ..
#24 Diskeeper Diskeeper Co...
@ Event Viewer Microsoft Cor. ..
| Folder Microsoft Cor. ..
_EJ' Group Policy Object ... Microsoft Cor...
@, IP Security Monitor Microsoft Cor... _ Advanced...
I [ e =T o= . —

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

[ OK ] [ Cancel

IL:igure 23: Add Certificates Snap-in

Select Certificates from the Available snap-ins list and then click the Add button as
shown above.

Installing location certificates with a password prompt to enable access to HPOS - Vista Version 1.0 -20-  Last Saved
Electronically controlled document — printed copies are Uncontrolled



Medicare Australia

Step 21
The following screen will display.
Certificates snap-in ﬁ

This snap-n will always manage cerificates for:

() My user account

(7 Service account

Back q;ﬂext?» ﬂ Cancel

Figure 24: Select account

Choose Computer Account.
To continue click Next.
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Step 22
The following screen will display

Select Computer ﬁ

Select the computer you want this snap-in to manage.

This snap4n

@ Local computer: fthe computer this console is running ol

(71 Another computer: Brows

h

[] Allows the selected computer to be changed when launching from the command line. This
only applies if you save the console.

<Back (| Finish) Cancel

Figure 25: Select Local computer

Choose Local Computer.
To continue click Finish.

Installing location certificates with a password prompt to enable access to HPOS - Vista Version 1.0 -22-  Last Saved
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Step 23

- — - —
Add or Remove Snap-ins - ﬁ

You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n vendor o | console Root ’ Edit Extensions. ..
5‘& MET Framework 1.1... Microsoft Cor... ’ Bemane
=" ActiveX Control Microsoft Cor... =
Auﬂ'uorizatinn Manager Microsoft Cor... |5
5 Certificates Microsoft Cor. .. Move Up
& Component Services Microsoft Car...
;é' Computer Managem... Microsoft Cor... i Move Dawn
g=g Device Manager Microsoft Cor... —
=¥ Disk Management Microsoft and. ..
#24 Diskeeper Diskeeper Co...
@ Event Viewer Microsoft Cor. ..
| Folder Microsoft Cor...
_EJ' Group Policy Object ... Microsoft Cor...
@, IP Security Monitor Microsoft Cor... _ Advanced...
il __ _ - me Ao = . =
Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Q OK \‘H Cancel

Figure 26: Click OK

Certificates (Local Computer) will now appear as an option under the Console Root
directory.

To continue click OK.
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Step 24
The following screen will display.

Consolel - [Console Root\Certificates (Local Computer]]

ﬁ Filte Action View Favontes Window Help

e 20 ole= HE

[ Console Root Legical Store Mame

F @: [ Persona

Sl Trusted Root Certification Authorities

Actions

Certificates (L...
More Act...

Trusted Root ...

Find Certificates...

[ Enterprise Tru Find Certificates...
[l Intermediate
| Trusted Publi
I Untrusted C'Eli MNew Window from Here
[] Third-Party R|
[ Trusted PEDPE i
._%'I Other pEDplE; Help
| Certificate Enromrenemegoests
[ Smart Card Trusted Roots
¥ [l kA m

Add a certificate to a store

Figure 27: Select Import

Click on Certificates (Local Computer) and then right-click on Trusted Root Certification

Authority.

Select All Tasks and then click on Import as shown above.
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Step 25

The following screen will display.

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

P This wizard helps you copy certificates, certificate trust
o lists, and certificate revocation lists from your disk to a
— certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information

used to protect data or to establish secure netwark

connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

= @xt;)[ ——

Figure 28: Click Next button.

To continue click Next.
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Step 26
The following screen will display.

Certificate Import Wizard ﬁ

File to Import
Spedfy the file you want to impaort,

File name:

e —
C:\JsersiKevin'\DesktopMedicare Australia Root CA.cer "

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS £12 (PFX,.P12)
Cryptographic Message Syntax Standard- PECS #7 Certificates ((P7E)

Microsoft Serialized Certificate Store ((S5T)

Learn mare about certificate file formats

Figure 29: Select Medicare Australia Root CA.cer

Click Browse as shown above.

Installing location certificates with a password prompt to enable access to HPOS - Vista Version 1.0 -26-  Last Saved
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The following screen will display.

ﬁ Cpen ﬁ
QO M oseor -] ][ sear p|
&) Organize ~ 3=
Favorite Links Name Size Type Date modified i
Bl Deskiop , Public
& Recent Places =
% Computer H*{ Computer
E| Documents :
E Pictures !'h,,'
) Metwaork
E;h Music —
& Recently Changed 1 Medicare Australia =
Searches Organisation CA
E . I_H Security Certificate
\J Public :
1 Medicare Australia Root CA
I_ Security Certificate
= a 115KE
1 SecureMet Limited Root CA =
Folders ~ | Py Security Certificate -
File name: Medicare Australia Root CA [X.&Dﬂ Certificate {*.cer;” crt) v]
]
| Open |v| | cancel |

Figure 30: Medicare Australia Root CA location

Select the Medicare Australia Root CA and then click Open.

This will return you to the wizard at Figure 29 above.

To continue click Next.

Installing location certificates with a password prompt to enable access to HPOS - Vista Version 1.0
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Step 27
The following screen will display.

Certificate Import Wizard

. .

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

) Automatically select the certificate store based on the type of certificate
@) Place all certificates in the following storel”’

Certificate store:
Trusted Root Certification Au@

Learn more about certificate stores

[ < Back ]K Mext = D[ Cancel

]

IEigure 29: Certificate store

Select Place all certificates in the following store Certification Authorities.
The settings shown in Figure 29 should automatically default for you if you have

followed the previous steps.
To continue click Next.
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Step 28
The following screen will display.

r

Certiﬁcate Import Wizard . ﬁ

Completing the Certificate Import
Wizard

v The certificate will be imported after you dick Finish.

= You have spedfied the following settings:

(o= il RS R =l N Trusted Root Certificg

Content Certificate
File Mame C:\UsersiKevin\Deskt

4 UL 2

[ < Back ]&Finish J)[ Cancel

Figure 30: Finish screen

To continue click Finish.

The following message will appear.

Certificate Import Wizard ﬁ

Figure 31: Successful install

Click OK to complete the Import Process.
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Step 29

Repeat steps 24 - 28 for the Intermediate Certification Authority Certificate as shown in
the following screenshot.

E Consolel - [Console Root\Certificates (Local Computer]] =Ia=l X |

la File Action View Favorites Window Help

e« |xEolc=HE

~| Console Root Logical Store Name Actions
b Ll Certificates (1| = p 0 || Certificates (L.. =
"I Trusted Root Certification Authorities More Act... #
| Enterprise Trust
. el el Intermediate C... «
=
& Tru Find Certificates... More Act... »
; “”tJ All Tasks > Find Certificates...
| Thi
1 Tru Mew Window from Here Import...
Oth
= Refresh
1 Ce
1 5m Help
p P 2| RR il . L

Add a certificate to a store

i:igure 32: Intermediate Certificate Authority

You can now close the ‘Consolel’ window.

You will be prompted to save Consolel. If you choose to save it, it is recommended this
is saved on the desktop and called ‘Certificate Store’. In the future if there is a
requirement to update the Microsoft Crypto Store with Medicare Australia chain of trust,
you can simply double click on the appropriately named file on the Desktop.

You have successfully completed installing all components of the location certificate.

Important: Each computer that needs to access the HPOS page will need the
certificate installed on that local machine.

If you continue to experience problems you can refer to our Trouble Shooting Guide or
contact our eBusiness service centre on 1800 700 199** for further assistance.

** Call charges apply from mobile and pay phones only.
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