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Introduction

This guide will show you how to install a location certificate in the Firefox Browser
to access Medicare Australia’'s HPOS web page.

Firefox
Step 1
Place the CD containing your location certificate in your CD drive.

Launch the Firefox Browser
File Edit WView History Bookmarks Tools Help
- c (ot | f’_éhtt_|:_|5__-"_,";-.";-."#.qu:u:u_g!le.u:u:um.au_-"ﬁrefc:x?u:lient=ﬁrefc:x-a&rls=u:urg_.mu:uzilla:en-
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Web |mages Maps MNews Mideo Groups more v

Firefox Start

Figure 1: Click Tools

Click on the Tools selection in the menu file.

& Mozilla Firefox Start Page - Mozilla Firefox
File Edit “iew History Bookmarks | Tools Help

' Web Search Cirl-+
§C ar (48
Downloads Ctrl+3
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Click on Options... from the Tools drop down menu.

Figure 2: Options...

Location certificate installation for Firefox — XP and Vista Version 1.0 -1- Last Saved 5/08/2009 9:55 AM
Electronically controlled document — printed copies are Uncontrolled



Step 2

The following screen will appear.

Firefox Start
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B = B §F &( 8

Main Tabs Content  Applications  Privacy  Security \Advanced

&

General || Net'.-\'curk" Llpu:lat{| Encryption D

- Protocols
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YWhen a server requests my personal certificate:

() Select one automatically (&) Ask me every time
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Figure 3: Select Encryption

Select the Advanced Button and the Encryption tab as shown above.

Click the View Certificates button as shown in the following screenshot.

q\'l.-'ie'.-\' Cerﬁﬁcateﬁ [ﬂeuncatiu:un Lists ] [ Validation ] [Securiti Devices ]

Figure 4 Click View Certificates button
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Step 3

The following screen will display.
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‘& Certificate Manager [;]@ﬁ
d: Tour Certificates j) -F‘El:lp|E [ Servers fé-.-!.-.uﬁ'u:uriﬁes || others |

You have certificates from these organizations that identify you;

a

Certificate Mame Security Device Serial Mumber Expires On
= GOV
Location 2 :0... Software Security Devi... 34:CD

PKI Location 2 :0... Software Security Devi... 3A:CE

14/05/2012
14/05/2012

Backup All.... ] q\lmurt... J)

Figure 5: Your Certificates

The Your Certificates tab will list any certificates that have been previously
installed, as shown in the above screenshot.

If the location certificate is listed (as shown above) go to Step 7.

If the location certificate is not listed, click the Import button as shown in the
above screenshot and go to Step 4.
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Step 4

The following screen will appear.

= - S
File Mame to Restore
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My RBecent fau:_sign.p 12
Documents Edtrust.p12

Deskiop

Wy Documents

Wy Computer

L File pame: | |ﬂ Open
MyNetwork | Flescftyps:  |PKCS12 Fies v [ canesl |

Figure 6: CD content

From the Look in field, select the CD drive by clicking the drop down feature as
shown in the above screenshot. A number of files relating to your certificate
should now appear as shown above.

If you can see the certificate files go to Step 5.

If you cannot see the certificate files, click the drop down arrow next to Files of
type: and select All Files as shown in the following screenshot.

(L0} QIR TR TNt |

g File name: | M
My Metwor Files of type: All Files ( v! )
Figure 7: Select All Files
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Step 5

Click fac_encrypt.p12 as shown in the following screenshot.

File Hame to Restore

Loak in:

€3 Jul 13 2007 (D)

~ ©

B IChpki-certificate-manager

lcQ="""" 3

My Recert fan:_sign.p 12
Documents | (B3 trust.p12

'T
Figure 8: fac_encrypt.p12

The following screen will appear.

-

Password Entry Dialog

-,

Pleaze enter the password that was used to encrypt this
certificate badkup.

Password: | |

[ Ok ] [ Cancel ]

Figure 9: fac_encrypt.p12 Password

The password is the PIC password you received with your location certificate.
It will include six alpha’s, one symbol and a numeral, for example, hjePKM#2.

Enter the password and click OK to continue

The following screen will appear.

Alert

-,

.

' successfully restored yvour security certificate(s) and private key(s).

Figure 10: Successful dialog box

Click OK to continue

Repeat this step for the fac_Sign.p12 file.

Location certificate installation for Firefox — XP and Vista Version 1.0 -5-
Electronically controlled document — printed copies are Uncontrolled

Last Saved 5/08/2009 9:55 AM



Step 6

The encryption and signing certificates will now appear under Your Certificates
as shown in the following screenshot (refer to steps 1-3 to find this screen if you
have closed the window).

& Certificate Manager u@
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Figure 11: Your Certificates
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Step 7
The last file to check is installed is the Chain of Trust for you certificates.
Click the Authorities tab as shown in the following screenshot.

Scroll down to the ‘G’s’ and look for the file titled GOV.

-

& Certificate Manager g@ﬁ

Your Certificates | People | Servers | Authorities | Cipers
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Certificate Mame Security Device R
GlobalSign Software Security Device |
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=T iR
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Figure 12: Medicare Australia Trust Chain

If GOV is not in the list as shown in the above screenshot, the Medicare Australia
Root Certification and the Medicare Australia Organisation Certification will need
to be imported.

Click back to Your Certificates tab and repeat Step 5 for the trust.p12 file.

Once you have successfully installed the trust file, click on the Authorities tab
again to ensure the GOV file is now in place.

Important: Each computer that needs to access the HPOS page will need the
certificate installed on that local machine.

If you continue to experience problems you can refer to our Trouble Shooting
Guide or contact our eBusiness service centre on 1800 700 199** for further
assistance.

** Call charges apply from mobile and pay phones only.
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